- Securily and Privacy ‘
~of liternet Applicalions
Vg :




- Bascs o Clography




- CRYPTOLOGY '

~ Cryplology is  science thal studies

(rgp’togr “PMU % (rgp’(analgsis =



CRYPTOLOGY

| §\ =% The poin’[ of cryplography is To send secwe messmges. |
S over an insecuire medium (lke the Iternel)

Turning plaintext (an ordinary readable message) into
ciphertext (secret messages that are hard" to read)



CRYPT@L%Y

(ryp’[analysns

(ryp’[awalgsls studies crgp’[ogmphic sgstems Lo look for-

weaknesses or leaks of informalion

~ Breaking secrel messages
Recovering the plaintext from the cipherlext



| THE SCOPE

: The goal of the crgptogmphq unit m this course isto
show you whal cryplographic Tools exist, and -
 informalion aboul using these Tools in a secure manner f

‘ “We wont be showing you details of how the tools - |
work :






BUILDIHG BLOCK'

—

There are three main componen’[s of (rgp’[ographg

~ (on |devz’[|a|’[y In’[egr’[g and Au’[hewﬁcu’[g



 STROMG CRYPTOSYSTEMS
 “Confidetialty”

\! | :
N> Preventling Eve from reading Alice's messages

—————— = — — = _



BUILDIHG BLOCK'

—

There are three main componen’[s of (rgp’[ographg

~ (on |devz’[|a|’[y In’[egr’[g and Au’[hewﬁcu’[g



STROUG CRYPTOSYSTEANS

————— = — — S

e lvf[eg rmj ’

.

N Prevening Eve from modifying Alice's messages without being

delecled




BUILDIHG BLOCK'

There are three main componen’[s of (rgp’[ographg

~ (on wlen’[tal’[y In’[egr’[g and Au’[hen’nc’[g



'§ TRGMG CRYP Tt}$ YS TE W S

Au’[hen’[ucf[y

DSy Prevevf(mg Eve from impersonating Alice




’9 TROMG CRYP TC}S YS TE W S

@ What are the ndeal proper’[nes of a Strowg _
S (rgp'[osgs’[em’? |

/\ Never Have a S[(R[T [ncrgp’[non Algom’[hm




K iRCHHOFF S PRMOPL{ L

A Cryplo Sgs’[em should be Secure, even lf =
| everg’[hmg about the system excep’[ ’[he key

s public knowledge



— T

One ough'[ {o demgw sgs’[ems umder the assump’[uon
 thal the enemy wil tmmedla’[elg gain Full famnhar’[g

Wfth them



SHANNON'S AMAXIAA

—_— e —

So dont use secrel encryplion methods (security by obscurily)
Have public algorithms thal use a secrel key as inpul

I's easy to change the key: s usually just a smallish number



STROUG CRYPTOSYSTEMS

————

Fve mag know ’[he Algor’[hm Some part of plam lext

plam Text cipher ’[exT pairs has access To

encryplion/ decrgp’[uom oracle



QTRCMG CRYP TOS YS T£ \ S

- Algor’[hm

The cryptographic algorithm is alwags pubhc.
it can AES. RSA elc -




STROUG CRYPTOSYSTEMS

————

Fve mag know ’[he Algor’[hm Some part of plam lext

plam Text cipher ’[exT pairs has access To

encryplion/ decrgp’[uom oracle



‘QTR(MG CRY’P Tos YS TE N\S

Some par’[ of plam '[ext

\

> Should be resistant to knoww plain text allack
Paltern Malching



STROUG CRYPTOSYSTEMS

————

Fve mag know ’[he Algor’[hm Some part of plam lext

plam Text cipher ’[exT pairs has access To

encryplion/ decrgp’[uom oracle



STROUG CRYPTOSYSTEAS

————— = — — S

““ plain Text cipher Text pairs™

Should be resistant To known plain text of[tack
Should be resistant To known cipher text attack



STROUG CRYPTOSYSTEMS

————

Fve mag know ’[he Algor’[hm Some part of plam lext

plam Text cipher ’[exT pairs has access To

encryplion/ decrgp’[uom oracle



ﬁTRtMG CRYP Tt}S YS TEN\S

emcrgp'[son/ decrgp’[non orac!

N Should be resistant to chosen plam Text attack
Should be resistani To chosen cipher text altack



STROWG CRYPTOSYSTEMS

Fve may kmow the Algor’[hm Some part of plain text

' plam Text cnpher Text pairs has access to encryplion/ decrgp’[mw omcle.

A




 ENCRYPTION

EE———

gecret =




ENCRYPTION

E——




ENCRYPTION




ENCRYPTION




[ncr‘gp’(ton s The
dtgt’(al amalog of the

precedmg scenario

———a S S

An ewcryp’[son scheme has ’[W‘ee algor’[hms
. Cen creales keys
? Enc locks messages under a given key
2. Dec unlocks messages using associaled the key
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Le’[ us Turn the (lock Back



- OLD QiPHERS
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(aeser (ipher '




CRYPTOGRAPHY i WORLD WAR I

Gt Rl (aeser Cipher

Bl .. A very sophisticated one




GAA A ACHW E

Sl (aeser‘ Qpher

/ - .85
...........
...........

Bul .. A very sophisticaled one

PP ITITIIEE

See this amazing lecture on the Enigma Machine


https://www.youtube.com/watch?v=ncL2Fl6prH8
https://www.youtube.com/watch?v=ncL2Fl6prH8

THE EN‘G A "‘“»»ACH‘NE L

Caeser Qpher
Bul .. A very sophisticaled one



THE EMG W A U\ ACHPNE

————— s — — - =

aeser (lpher
Bl .. A very sophls’[lca’[ed one




 THE ENIGAAA AMACHINE

e —

0 ENM m lO BMWMX%)XZ&WS% (Number of possible starling positions)
fl 27 = ' 4
COMPGI"MEWIMN-D{[ W) 107 x 102 different ways To encrypl

(comparable with a 77-bi key)



~ T’HE EMGN\A MACH?NE

—

\mmn 107 x | O?2 dfferent ways To ewcrgp’[
(compamble with a 77-bit key)

@ Bt '[ws s nal good bg modern S’[andar‘ds
Whg?? |



FLAW” i THE ENIGAA

i\ mcgor  flaw in ’[he [mgwm WS '[ha'[ a Ietter did no’[ map ’[o ’[self

This allowed for some Cryptanalysis by

Also Read f Marian Rejewski


https://brilliant.org/wiki/enigma-machine/

 “FLAW® i THE ENIGAA

» ?How can You explof somelhing ke this? »



Bz?::EN(lNG THE ‘EMGMA CODE -

D S N e N,

WJ[OLDUVBNHJXPKZV(FGRA
WETTER

Check out this paper: Kitps// web.ar‘chive.org/ web/20060720040125/ http:/ / members ortunecily com/jpeschel/ giﬂoglh’[m



WEMWG THE EMGMA CODE <
WJ[OLDWBNHJXPKZV(FQRA
WEH[R ‘

Check oul this paper



https://web.archive.org/web/20060720040135/http:/members.fortunecity.com/jpeschel/gillog1.htm

BREAKWG me EMG ,. ::A CODE .

T—— = — — =

WJ[OLDUH’BNHJXPKZV(FGRA_
W[TT[R

This is a possible location for the word ‘Wetter'

Check out this paper: Kitps// web.archive.org/ web/20060720040125/ http:/ / members ortunecily com/jpeschel/ gillogl.h’[m



BREAKING THE ENIGAMA CODE

yid &) )P)ﬁ)?)uw) 919 Q ?)
))}&993333)

69&’!39#}9»yo‘3,

be (btc) (1-20) EN i-2
= {rxw & 9
§ 2 Gin l%] 2

P Mg @

Alan Turmg : = * Bombe Machme

%"

Bombe Machine Broke the Enigma. Code in 20 mmu’[es



~ Modern (rgp’[ogmphg

—



~ Secret Key Cryptography  i _




GILBERT VERMAM (I890-1960)

. Engineer at AT&T Bell Labs

= lnvented” siream ciphers and the one-time pad (OTP) in
1919 |

= US. Patent 1210719

— Actually, the palent was for & machine that encryfls a
plaintext by mechanically XORing it with a secrel key

» .= gy
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VERMARN'S OHE-Ti

NE PAD

(.ew( ) genem’[es kegs (referred to as pads)

lwpu’[ an m’[eger = length o keg
Ou’[pu'[ a mm’om 2-bit string kE{O I

//
t Ig



VERMA

N'S OUE- T t_ E PAD

[nc(k m) encrqp’(s M wf[h pad k
' lnpu’[ a pad  and message m of the exac’[ Same leng’[h

(ie. m. ke{0. 1p7)

Oulpul: the bitwise XOR CE{O }n Fwmandk
ie.c=m @k



.‘E PAD

- VERMA WS 0ME- T

Dec(k ) decrgp’[s C wf[h pad - '
- lmpu’[ @ pad k and cipherlext c of the exact same leng’[h |

(ie. c ked0, 1pn)

Outpdt: the bitwise XOR. m €40, 1t». of ¢ adk

(ie. m=c P k)




VERMARN'S OME-TINE PAD

- Provides Informalion Theorelic Securily

No maller how compu’[a’[sowaﬂg strong the adversarg S =

OTP cannol be broken



2 Why does Iry every key not work here?
@U Because givem a ciphertext C for every possible message M, there exisls
@ K'thal could have generaled thal cipher Text? » |

2 Does i provide inlegrily?
de Nope! An adversary can flip the bits of the cipher Text.



A N PADS

= PFMBLEM WITH OWE Tu

— e = — e ws = -

@ It your- boss s'[or‘es your salarg (m bmarg)
= emcrgp’[ed using One Time Pad wha’( can gou do

with the cupher ’[ex’[’?

™ Vou can XOR @ 1000000 .. Ths fips the most :
significal bit. which is most ikely a zerol




~ PROBLEM WITH O#E TiAE PADS

—— — s e s - - . s S . 2

‘ The keg wwcs‘[ be ’(mlg rawdom
‘ Avso’[her problem is That keg should be Size of ’[he message

he key st ot be used more than once.

Two Time Pads do not work




355(){5 WITH TWO-~ TIME PADS

@ ‘What happens | YU use tesawe keg '[o encrgp’[ %

‘{wo messages?
@J Messages are ol purely random.
(MK C-M, DK
QD G-(MDK) D (M DKM @Mz




| CmmPUTATiGMAL SECURITY

—

In contrast To One-Time Pad's pertect or Informalion
- Theorelic security, most cryplosystems have
compulalional security '

- This means thal i is certain they can be broken by enough work by Eve

- We want: Enough == N() pmc’[ical



40-BiT CRYPTOGRAPHY

MS was the US legal export imit for a long ’[ume
- (crgptosgs’(ems were classfied as muntions unt the late 90's)

G possuble kegs
Computer _|:|_ | i i key per second 18 hours
b B <107 keyper second T hours’

Bitcoin Network <1020 key per second 47 s



© 56-BIT CRYPTOGRAPHY
This was the US Government Stamdard (D[S) for A

lOV\g time. ?% =77 X 10% possible keys
Compuler _I:l_ | =iy keg per Second ' 124 years
lab = . ~107 key per second 16 movfdns

Btcoi Network <o key per second 027 ms



’28* BIT CRYP Tt}GRAPHY
Thes s the modem Standar‘d

B 8 posie ey
(omPu’[er _|:|_ » s ' O7ikeg per second 62y ~ e Uem{
Lab i == ~107 key per second 63 x ~10%! years

Bitcain Network < ' o2 key per second 47 x ~101 years



- 128-BiT CRYPTO CAA'T BE BROKEW?

? Whal about Quartum Computers?
. @7) Theg will not r‘eallg help
? What about Moore's Law?

[ we believe Moore's Law after 122 years wel have compu’[ers
! that break 178-bit Crypto in 18 hours



TYPES OF SECRET-KEY CRYPTOSYSTEMS

There are Two main Types of secrel-key
- cryplosystems

Stream Ciphers 8. Block Ciphers 5



TYPES OF SECRET-KEY CRYPTOSYSTEMS

Ciphers
A stream cipher operales one bil al a time. Basically take the

; AN \\ . i
" One-Time Pad. bul use a pseudorandom keystream instead of
a Truly random one. ‘

_ plainext

0

L cipherlext

Pseudorandom Kegs’(remm Ceneralor



TYPES of SECR£T-KEY’ CRYPTOSYS TEMS

Stream (tphers

M)

Can be very fastl And can allow us To send a lol of data securely

ﬂ We saw the issue with re-using a 'keg (two-time pad)
WEP. PPTP are greal examples of how NOT use stream ciphers,

Concatendte the keg with nonce.




T‘YPES of SECRH«EY c,wpmsvs rm\s

Stream (nlohers
| : \ \\\\\ Q(q WﬂS
ChaCha iwcreasiwglg popular, and SNOW2G in mobile phowes

mos’[ common Stream cipher (now deprecaled) A

_ plainext

e

| Nt v

Pseudorandom Keystream Generalor \l{
cipherfext




T{PES 6F SECREPK’EY CRYPTOSYsrng

Stream (lphers

@ What happens in a stream cipher it you Hip Jus'[ one b’[ of the
o plain text7

The corresponding bi b’[ of the cnpher ’[ex’[ s ﬂlpped =
» Bit-Hlipping attacks _ o

@ Have we already seen a bit-flipping aﬁack in the class?
de Yes. You increased your salargl



TYPES OF SECRET-KEY CRYPTOSYSTEMS

There are Two main Types of secrel-key
- cryplosystems

Stream Ciphers 8. Block Ciphers 5



- TYPES OF SECRET-KEY CRYPTOSYSTEMS |

Block Ciphers

\ N Operale on the messages one block at a time.
AN g\

Blocks are usually 64 or 128 bits long

Example: AES is a block cipher everyone should use Today,

(unless you have a reallg Good reason)



-
l.

-
I.

P
P

BLOCK CIPHERS

Block Ciphers

/%

N \ Operate on the messages one block al a time.
&\\\\\\\X Blocks are usually 64 or 178 bits long

aiitext is smaller than one block: padding

aintext is larger than one block: The choice of whal To do with

multiple blocks is called the mode o operalion of the block cipher

1 block of plaintext .

|

}* Enéhyp’[ +

|

I block of ciphertext

’

——— — — = S



Encrypts each successive block separately

Whal happens it some blocks in the plain
{ext are identical

G (M) 88 G (M), Then GG






?N\PR(}VMG £CB N\ODE vh

T — o

' l . We can rovwle feedback among
M | % ditferent Elock to avoid repealin
=L | > G ok
v = pallerns
. e @ Does this avoid r‘epea’[mg paﬁerws?
My )é LN (
e L) , We can uwdo the XOR if we get
@L_ & @7) all the cipher fexts

1 E =




~ WMAPROVIMG £CB ANODE (VD)
- l = @zﬁoes this solve the issue of
g ! v ° encrypling equal block?

_ @Tgvesu, We '

6o - What would happen if we encrypt
2 i ’é mE s ? the message twice with the savge

' l key?

! (} e ¢ | {ﬂ'}) (]=E(M). (2=’E(M) ivalies (1=(2

We could change the keg . buit there’s a better way




 CiPHER BLOCK CHAMIMG (CBC) AMODE

EE———

|

e 3 Does this solve the issue of
NE | | > < encrypling equal block?

@J Yes, This is called (BC mode =

e =
| [

, “D Can we share IV in the clear?
= - v i
@L— 2 @J Wesll (I = Itialization VVeclor)

e
S
i

— = —_— —— — =






K EY EXCHAMG%

@ How do Ahce and Bob Shar‘e a keg’?

@T'J Magbe '[heg meel in person |
(D InGeneral This is very hard |

" or we invenl a new ’[echnoiogg



 That's al for today Foks




PﬁCAP

Wha’[ is Con ldevf[lal’[g Ivf(egr‘f[g A Authen’[lcf[g’?
What makes a strong cryplosystem?
One-Time-Pads give pertect Secrecy bul are hard To use
Stream Cipher vs. Block Cipher ‘ '
Modes of Operalion.

Key Exchange



@ How do Ahce and Bob

Securely Share 1 keg’? it



- Public Key Cryplography  i







Public Color = YELLOW

"~ PrivateCoor 2 - Privale Color



- MTERMET KEY-EXCHAMGE

~ Eve learns these two colors




Ea
o
e

. Eve camnal learn
thIS new color




e —— -

D How is t that Alice 3 Bobs final wixtures are idertical?

 Alice mixed [(Vellow + 124) from Bob] + Orange

Bob mixed [(Yellow + Orange) from Alice] +



2 Why doesnt Eve get know the colors?

Unwixing @ color info s component colors is a hard
* . problem : ‘ *




DISCRETE LOG PROBL£M

§ % g mod p: where p s large prwwe mmber

[msy given g, n. & p. solve for s .

Hard: given s g, & p. solve for 1
Properly: ¢*® mod p = ¢°% mod p

These are ONE-WAY fumc’[nows






= (@ (mod p).p. g

,1.-—‘ . A



. 2 What can go wrong?

 Eve pretend Lo be Alice with Bob
¢ And pretend to be Bob with Alice









@ Wha’[ Jus’( happened here7 e

m e nego’['ated = ke% with Alice pre’[endmg '[o Bob »

e neqoliated a key with Bob prelending to Alice .



vy L ks

problem for a
while and wil gel

back to it later




PUBLIC KEY CRYPTOGRAPHY

AngbodP can encrgp’[ A Message usmg

the public keg

Only Bob can decrypt them using his private key



PUBLIC KEY CRYPT‘%RAPW

e ———— == = e

AISO known as asgwwnetmc crgptogmphg

ge  Allows Alice to send a soerel - X

TS, message To Bob without . /
% prearranged shared secre’[ e

Encryplion Key Decryption Key




PUBLIC K Ty CRYPTOGRAPHY’

Invemted (in pubhc) 9703 Also called asgmme’[mc crgp’[ogrmphg

~ Allows Alice to send a secret message o Bob

~ withoul any prearranged shared secrel ,

oty Examples: RSA ElGamal ECC NTRU McEliece Decf”"tk’” &




* PUBLIC KEY CRYPTOGRAPHY

o Encryption Key

- : i - = ¢ ,
’ o i

Decrgpﬁon Key



* PUBLIC KEY CRYPTOGRAPHY

SN Enoryption
}r\Ecgpl Key

- b /i . — x
¢ &

Decrgpﬁon Key



~ PUBLIC KEY CRYPTOGRAPHY

message
e —

-

Decrgp’('ion Key




~ PUBLIC KEY CRYPTOGRAPHY

s -

Decrgpt'ion Key




~ PUBLIC KEY CRYPTOGRAPHY

Evicrgp’[iow Key

g 9, o 1 g
1/~ P
Q) 7 .
"' -
. /
LL
[L /'
N 4 p -~
- , —d
/ LA
| : et

== 'ecrgpt'ion Key




~ PUBLIC KEY CRYPTOGRAPHY

S 4
‘\ _ 1 .
4 i -
f ]
y/
s 7 , = ]
P i
; g b
)

Decrgp’('ion Key



RSA CRYPTOGRAPHY

¢ of
3 2
o
A
b e
g e
s )
N oy
A A
e "' a
XN B .
A
. vam g

Adi Shamir. Ron Rivest. Leonard Adelman



TEXTBOOK RSA

Choose two large pk‘iwxes p}a'vml q
Compile n=p-q
" Choose @ number e and find d such that (me)d =

Public Key (e.n) Privale Key d
 Encryplion: ¢ = m€ (modulo n)

 Decryption: W\E(c)UI (modulo n)

modulo n)



CHOSEN CIPHER TEXT ATTACK

Choose two large primes p and g,

We are Eve. Alice is using RSA | S =) :
: : S Choose a number e. and find d such that (m®)® = m (modulo )
ﬂnd her prllC kelj N (_6, W) Public Key: (e. ) Private Key: d '
| ' | , Encryplion: ¢ = m® (modulo n)
Bob sends a super secrel message Decryglion m=()? (modlo )
m which is encrypled as c=E(m). ~
We intercept c

Can we ask Alice to decrypl something else
o (dther than c) thal helps us generate m?

— — — = S



- CHOSEM CIPHER TEXT ATTACK

- —_ =

(an we ask Alice To decrypt ey iy
ompite 1 =pg

& something else (other than ¢)  Sumimgestiog @' ormes
-9 that helps us generate m? ey c=of Gl

Decryption mE(c)Oi (modulo n)

Bob sends ¢ = Ee(m). We intercept c;

We ask Alice To decrypt cp = 7%+,

The decrgpt, gield& ' (Ze-c])df m
We divide the resut bg 2. and we gel m

@ We fix this bg some'[hihg
¥ called padding technigues




PUBLIC KEY SIZES

o B0 =" 160
lio 2048 - ~=13%

e 0. 7
60 4500 270

B Y



| HY’BRID CRYPT&GRAPHY

= =

@ What is the advantage/ dtsadvantage of Secret Keg (r‘gp’[ogmphg?
QV'J Shorter Kegs Faster. Same Keg lo Ewcrgp’[ Decr‘gp'[

? WM e ﬂdvantag~e/ dig“d"““tﬂﬁe of Publc Cryptography?
i Longer Keys. Slower. Ditferent Key To Encrypt-Decrypt



Y’BRID CRYP TC}GRAPHY

W Pick a random 128-bt keg ( for a secre’[ keg crgp’[osgs’[em
s Crcrypt the large message with the key K (eg. using AES)

'r° Encrypt the key K using a public—key cryplosystem »

= Send the encrypled message and the encrypled key to Bob .

The hybrid approach is used for almost every

cryplographic applicalion on the inlernel ’[odag..



- QUIZ TIRNE

— - s - — - ——— — e w= = -

f“”‘ . ’\;- eA and dA are the pubhc pmrmme’[ers eB amd dB are the pubhc pamme’(ers f /v
| K is The secr'e’[ keg parameler | \j

M,@; = < LS

@ How does N ond e LARG[ message to Bob

dm] Alice uses Public Key em:rgp’[ion To send K and encrgp’[s M'wf[h K



~ QUIZ TiME

) So. we can secrel messages.
o Bul. whal else can Fve do?

@j Eve can modity our encrypled messages in Transt.

@ How do we make sure thal Bob gels the same W
o message Alice senl? -



Iitegriy ! ~eoens '




EE———

@ How do we ’[ell f a message chawged in ’[raws’[’?

d"j Swwples’( answer use a checksuml

For example add up all the bjles of a message



~ MTEGRITY CORMPOUENTS

“) Does a checksum work? '

' @ Wha'[ caw-[ve do?

de Fve can easily change the message it such a wag That
checksum stays The same

We need a crgp’[ogmphtc checksum



& cr‘gp’[ographic checksum

\\\\\\\\~ It should be hard for Eve to find a second message with same

checksum as any given one

2




{ake an objec’[—sag. a polalo — and then hash™ {t up wnlil i looks just like

anithing else and lacks any of its original structure









CRYPTOGRAPHIC HASH FUACTIOK

= A function that turns any Messmge ito 'a ‘shorl". ‘unique’. and ‘irreversible” string of bils

o
N\ AN A=
[ \ ‘
\ \ ,
\\ \\ ] t t - / ‘
™ collsion resisanl > preimage ress om. = o s

. Otf[pu’[ of @ hash function is called @ hash’, a “digest” or a Tingerprinl” of the input |



' CRYPTOGRAPHIC HASH FUACTION

= A function that turns any Messmge ito 'a ‘shorl". ‘unique’. and ‘irreversible” string of bils

= | s

= . AN ‘

A \ ‘

\ \ ,
N ~  preimage resistan say, 156 bils

collision resistant



CRYPTOGRAPHIC HASH FUACTION

" function

predictable mapping of inpuls |—>6u’[pu’[s |

- Mapping is deterministic: Hx)=H(x). always



' CRYPTOGRAPHIC HASH FUACTION

= A function that turns any Messmge ito 'a ‘shorl". ‘unique’. and ‘irreversible” string of bils

N
==y
/,’\ — - A \
; ‘ \ )
\ \ /
\ \ - /.
AN ' \\ PreiW\ﬂ@e V‘ZS'\SJmV\t n \5 '256 M,S

collision resistant



' CRYPTOGRAPHIC HASH FUACTION

o6 o | &
» -'ﬂVHjM@SSﬂg@ ‘

N > inpul can be any bt string of any length
- whether 1 byte or 100 pe’[abtj[e or more

(Formally, the domain of His 40, 1% the set of all finte bit string)



CRYPTOGRAPHIC HASH FUACTION

= A function that turns any Messmge ito 'a ‘shorl". ‘unique’. and ‘irreversible” string of bils

£ s aes » [\—\\ |
\ \ /
& | \\ = _ /
N ~ Ppe]w\%e V‘@S\SJW\V\. S(M '256 \)«.S

collision resistant



————— s — — —

CRYPTOGRAPHIC HASH FUMCTION

“ short 7

D) outpit is a string of some fixed length

- most cowmnonlg that's 256 bits (22 bg’[es).
though 128, 192. 512.. arent unheard of

(Formally, the range of His {0, 13" the set of all \-bt strings)



CRYPTOGRAPHIC HASH FUACTION

A funclion that turns any meésage into a'“shor'[", unigue”. and irreversible” string of bis

Zi\ = AN 5%
= | e \
\ \\ )
\ e /

N —c /

preimage resilat ay '*sz bits



CRYPTOGRAPHIC HASH FUACTION

6 9

¢ =~ 3
umque

X

Two inpuls “almod alwags" map To two ou’[pu'[s_'

_ there are 7°° possible outpu’[s‘

(7 is a realy, really. REALLY big mamber..) e

> 260 .
S odimaled 2 aloms in
the observable universe

“Note: This this is clearly impossiblel?



CRYPTOGRAPHIC HASH FUACTION

= A function that turns any Messmge ito 'a ‘shorl". ‘unique’. and ‘irreversible” string of bils

I~
\
T ammes g E
= ! /
\ \ /
N ~  preimage resistad siy 256 bils

collision resistant



CRYPTOGRAPHIC HASH FUACTiON

4

§. = o
irreversible

\ ' . ‘
S o good way To recover The inputs from oulputs

- best available method is to guéss and check



3 ‘Suppose we dont care aboul cohfidentia!f[g! :
© What can Eve do To change the message?



1S THAT ALLZ

¢ Now, Whal can Eve do tO change the message’? i



CRYPTOGRAPHIC HASH FUHCTioHS.

——— =~ — =

/\ Hash Func’[tons pr‘owde integrity only when there

S a secure way of sending the message dlges’[




~ Aulhenlicalion




AVESSAGE AUTHEUTICATION CODES (MMAC)

We can use key has functions. thal are usually called '
Message Authenticalion Code -

Only ’[hdse who know the secret key can generale.
on even check. the computed hash value (somelimes

called a Tag)



AVESSAGE AUTHEATICATION CODES (MAC)

- [ Juaw] ? Whal is wrong with this?

? How can we fix 12 [} v o= 5 §




ANESSAGE AUTHEMTICATION CODES (MAC)




. CGMBMMG ClPHﬁRS AHUD M\ACS
@ Wht's the e wrm ths?

— — 2 —————— =

QWJ [ pmc’uce we often need bath confidertialty and message integrity

@ Whal are our op’[nows’?

de 'VlA( and-then- [wcry'[
ncrgp’[-—and -MAC
ncrgp’[-’[hen -MAC




COMBIAIMG CIPHERS AUD MACS

MACthen-Encrypt

 MAC-and- [ncrgp’[
‘ wcrgp’[-—then -MAC

()

E————

Elm | MAC)
E(m)

| MAC(m))

MACEm) )

“? What is recommended s’[m’[egy’?
QWU [wcrgp’[-—thew -MAC see This blog

—


https://moxie.org/2011/12/13/the-cryptographic-doom-principle.html

< /w;;
N i E(m) || MAC [(m))) |
O ey

,E,Z/
Bob can be assured that Alice is the one who sert m awd

that the message has ndl been modiied since she sent
We have conflden’[lal’[g m’[ear’[g and avthenticalion

This is like a Slgnature on the message... bul ot qute ’[he samel

Bob cant prove To Eve thal Alice sert m Though.



REP UDIATION

| \._,f’ E(m) | MAC [(m))) |
%@ e

Lg,gf
(%) Bob cant prove To Eve Thal Ahce senl m. ’[hough
PWHY?

Either Alice or Bob could creale any of The W\essage and MAC combinalions.
Also. Eve doesnt know The secrel keys.




Alice can just claim that Bob made up the
message m. and calculated the MAC himsell

This is called repudiationl



k&P UDIATION

? Some m’(emc’[mns should be repudmble
Q’rﬁ Private conversa'[tons



k&P UDIATION

? Some mtemc’[mns should be non-repudlable
QWU Clectronic Commerce



= Digf[al Cerliticales




'ALICE HAS $| AMD BoB MEEDS |




Alice has $1 and Bob needs $1
= Ahce grdciouslg loans the $1to Bob




Alice has $1 and Bob needs $1
So Alice graciously loans the $1to Bob

In exchange. Bob wriles an 0U for Alice
. = T and signs T




Stgm’[ures are the
dtgf[al analog of the

precedmg SCenario

———a S S

A digtal Slgwa'[we scheme has ’[hree algor’[hwxs
1. Gen creales a pair of keys:
2. Sign produces a signalure under a given key; |
3. Ver checks a signalure using associaled the key



An digltal signalure scheme has three algorithms
1 Gen creales a pair of keys:
* sk (signing key) creales signalures over messages
« vk (veriicalion key) checks if signalures are valid
2. Sign produces a sigwa’[ureuwdér @ given key;
3. \er checks a signalure using associaled the key

od o et s of pbic-ayevcrglon

Encryplion Angbodg can close padlock: only kegholder can open i
s
Signalures: Anybody can open padlock: only keyholder can close i



- DIGITAL SIGMATURES

sngna’(ure

**;!vmw’é g Bob’ 5




£AS TER SIGHATURES

Just ke encrgp’[tow i pubhc keg cr‘gp’(o sngnmg large X

~ messages is slow
We can also ‘ypridize” signalures To make them faster:

Alice sends the (unsigned) message. and also a sigm’[we on a hash of the message
The hash is much smaller than the message. and so it is faster To sign and verifg



F AS TER SIGMATUR£S

" ,II Sig.

= 4?5 = Sig % Sign(h(m))

et Verfylsg him)

Remember that au’[hen’[tcf[g and conhden’[lal’[g are separate: i .

gou wanl both you need to do both



COMBIKIUG PUBLIOKEY TACRYPTIOM AMD
1 ‘DtétTAL SIGMAT URES

Alice has {wo difterent keg pairs
 Alice uses To encryplion key To encrypl the message
Alice uses The signing key To sign the cipher Text.

Bob also has two different key pairs

Alice uses To verification key To verily the cipher Text |
Alice uses the decryplion keg To decrypt the message.



- THE KEY MAAGERENT PROBLE!

‘ @ How can Alice and Bob be sure ’[ha’[ 0z ’[odkm@ i
' To each oﬂ'\er’?

QWJ By havimg each other's verifica’[ion keg

@ But. How do we verif 4 each others vemhm’[uow '

-~ key?



- CERTIFICATION AUTHORITY (CA

ACAisa ’(ms’[ed thw‘d par’(g who keeps a durectorg
of peoples (and orgamza’[tons) vemhca’[eow kegs

Vd
i

Trent



CERT {FICAT (OU AUTH(}RIT Y CCA}

[vergone is assumed 1o have @ Copy 0 fthe (A's vemhca’[uow keg (v(Ak ). 50 theg can L
verity the sngwa’[ure on The cer’[cfuca’[e

There b muliple levels of certiticale authorilies: level n tE
(A issues cerlificates for level n+1 CAs - Public-key / ‘
infrastructure (PKI) - = m,[m @

Need To have only veriticalion key of rodt (A To / \ / \

veri g’[he certificate chain e ) e )



CERTIFICATION AUTHORITY (CA)
Al Rodt Certfcate Authonties are Equal

f fve a roct certificate auhorily [ve never used before. | wont Treal i any |
ditterently from the same cerlificale [ve always used.

See This amazing tak bg Joel Reardon



https://www.youtube.com/watch?v=3B6hgdMDrQc&t=265s

actors in the French economy, lending

recent stock market history. PAGE 16

Iranian activists feel the chill
‘as hacker taps into e-mails

BY SOMINI SENGUPTA

| He claims to be 21 years old, a student of

| software engineering in Tehran who

| reveres Ayatollah Ali Khamenei and
despises dissidents in his country.

He sneaked into the computer sys-
tems of a security firm on the outskirts
of Amsterdam. He created fake creden-
tials that could allow someone to Spy on
Internet connections that appeared to
be secure. He then shared that bounty
with people he declines to identify.

The fruits of his labor are believed to
have been used to tap into the online
communications of as many as 300,000
unsuspecting Iranians this summer.
What is more, he punched a hole in an

online security mechanism that is trus-
ted by Internet users all over the world.

Comodohacker, as he calls himself, in-
sists that he acted on his own and is un-
perturbed by the notion that his work
might have been used to spy on anti-
government compatriots.

“I’m totally independent,” he said in
an e-mail exchange with The New York
Times. ““I just share my findings with
some people in Iran. They are free to do
anything they want with my findings
and things I share with them, but I'm
not responsible.”

In the annals of Internet attacks, this
is most likely to go down as a moment of
reckoning. For activists, it .shows the
HACKER, PAGE 17

'l;priwci;e‘ '[Here s no’[hincg NIONg | a;\
obscure Dutch CA starls singing many
Iranian Websiles




Every New Certific

trean

tcertstrean] 2020-91-07 15:56:

[2020-01-07715:56:19.730292]
[2020-01-07T15:56:19.729198]
[2020-01-07715:56:19.728093]
[2020-91-07T15:56:19.726952]
[2020-01-07T15:56:19.726012]
[2020-1-67715:56:19.724945]
[2020-01-07715:56:19.723451]
[2020-1-07715:56:19.722689]
[2020-91-07T15:56:19.721907]
[2020-01-07715:56:19.721157)
[2020-01-67T15:56:19.720415]
(2020-01-07715:56:19.719671)
[2020-01-07T15:56:19.718827]
[2020-91-67715:56:19.718081]
[2020-01-07715:56:19.717300]
[2020-01-67715:56:19.716554]
(2020-01-07715:56:19.715813]
[2020-91-07T15:56:19.714993]
[2020-01-07715:56:19.714205]
[2020-1-67715:56:19.712680]
[2020-91-67715:56:19.711937]

[2020-01-07715:56:19.79007)
[2020-01-07715:56:19.768002]

ate Cets added to a list

ablished to CertStrean! Listening for events

~ status.pcfreefonts. con
~ www. 6streifen. ch

- avallon.pl

- dsgvo-in-hotel.de

~ phantonfortis.us

- status.pcfreefonts. con
~ www. caseywrobinson. com
~ williansburg-dental.con
~ rkfabrication. co.in

- dsguo-in-hotel .de

- *.icu-security.be

~ avallon.pl

~ www. caseywrobinson. com
- williansburg-dental.con
~ molevalleychurch.co.uk
- arturoalcalaa, con

- wp.dwuighgrknpkano.orientationdesign. com

rkfabrication. co.in
— www. gaygirl.band

- greyvensteins. phgcostcalculator.co.za

- vgnap.myqnapcloud. com
- arturoalcalaa.con
- lesimpacteurs. fr

~ wp.duuighgrknpkano. orientationdesign.con

www.gaygirl.band

D Does t preveril Bad Cerliticales?

Doesnt prevent generalion o bad cerls.
Drovides Accountmbil’[g




PECAP oF CP‘YPTO TOOLS

Secre’[ Key (rgp’[ogmphg f lntegr’[g

One-Time Pads . Checksums
S;U‘TW‘ t‘PheV‘S | Hash Functions
Block Ciphers
- = Au’[hew’[nca’[lon
Public Key Cryplography ~ mc
Toxthock PSA | Digital sngm’[ur‘es

Key Management

Secrel vs. Public Key Cryplography
Hybrid Cryplography



- PECAP QL”Z

@ Does L prevevf[ Bad (er’[&hca’[es’P
5 QWJ Doesnt prevent generalion of bad cerls.



Overview of Secw"[g
(on’[rols

—_—



NETWORKING fol

Alice s sting in her ofhce a’[ U Wa’[erloo.
She conects her phone to the WiFi

- (Goes to Amazoncom
Buys a new laptop.

@ How do packets travel in the network?



NETWORKING lol

Link Layer. Al The link |ager, Alice's mobile device establishes a wireless

connection with the Wi-Fi access poinl. The

Wi-Fi (eg. 80211). handle the transmission o
the access point.

ink !ager pro’[ocols. such as

 dala between her device and

e ———— == = e



NETWOPKWG lol

A S N e

Network Layer: Once ’[lne Wc i cownec’[sow S es’[abhshed Ahces W\obde
device obtains an IP address through DHCP (Dynamic Host Configuration
Dratacol). The network layer protocols, such as IP (ilernet Prolocol). come
into play. Alices mobile device sends an IP'packe’[ conlaining the source and
destinalion IP addresses.




NETWOPKWG lol

Trmn3por’[ Layer: Ahces mobnle devuce chooses a ’[mmport
’[gptcallg 1P (Transmission Coritrol Protocal) for web brows
connection is established between her device and Amazons

server.

—————

aver protocol
ing. A TC

s

The

Transport layer seqments The data into 1G seqments and adds the source

and destinalion port numbers



NETWOPKWG lol

» == N

Apphca’[mn Layer: Al ’[he apphca’(lon lager Ahces mobile devnce m’[sa’[es .
request To Amazons server using an HTTP (Hypertext Transfer Protocol)
request. The request includes the specific Amazon URL. such as

iltps:/ /www.amazon.com, and any addtional pamwae’[ers or dafa
reqwred for the purchase. -



https://www.amazon.com/

JOURMEY ofF A PACK £T '

— T

APP"C“J[‘O” LW" @ Wher‘e do we need to
' mesport Layer ~ ©  apply cryptography?

NetWOY‘k Lager‘ = de A" the Lager‘s c =
Link Layer , ' o



WEP

Lmk Lager

WEP was used or Wireless Ne’[works ‘




W ' WEP

=— - = - = - — Mo S i S

—

WEP was intended to enforce three securtty goals ‘

Dl Cowfideh’[ialf[g
| Prevent an adversary from learning the contents of the wireless traffic

Dala Integrity

~ Prevent an adversarg from modifgiwg the wireless traffic or
[ abrica’[iwg Tralfic

Access Control |
~ Prevent an adversmrg from USing your wireless infrastructure



- weP

—— = —— = - = 2

WEP was intended To enforce Three security goals A ‘

= 2 Untortunalely, none of These is
aclually enforcedll - '






WET?

In order To Transmil a message M:
' Compute a checksum c(M) (which does nor depend on k)

Pick an IV v and generale a keystream K=RC4(vk)
(iphertext KM [ c(M))

Transmil v and C over the wireless link




WEP DESCRIP Tion

I order o transmit a message M. @ WM k""d Of mpher R ﬂ'“37

Compiite a checksuvn c(M) (which does nor depemd on k)

Pick an IV v and genem’[e a kegs’(ream K=RC4(vk) d’”} [t lS a Str\eam Clph@f‘ (Symmetmc)
Ciphertext GKEBM [ c(M))

Transmit v and C over the wireless link

= @ Whal doe_s the receiver‘ do with v and (?

de Use The received v and the shared k‘fdr K = RC4(v. k)

Decrgp’[asKEB( KPKD M |Ic) M" || ¢’
Check To see if ¢’ = c(M")
I it is. accepl M’ as the message transmilled



V0 s too short: only three butes = 24 b
~ Secrel (k) is rarely changed

“) What is the problem with this?

ﬂmJ Keg-s’[ream gels re-used afler 724 terations

————— s — — - =



PRGBLE W 2 CMTEGRITY’ BREIXCH}

The checksum algorThm in W[P S (R(ZZ wh;ch has

-~ Two importan (and undesirable) properties

[ is

{isi

ndependent of k and v

D8) -c(M) EBC(S) ,

inear: c(M&

Why is lineartty a pessimal property for your infegrity mechanismto
o have when used in conunclion with a stream cipher?



~ PRGBLE W 2 CMTEGRITY’ BREACH)

The Semder ’(mwsm’[s 6 awd v. If Eve wanits To modif y the plain ’[ex’(
Miito M’ MBS

m Caleate C-CP(S]|c(5))
Send (C. v) instead of (C v)

This passes the integrity check of the recipient




WEP AUTHEATICATION (DISASTER)

—

WEP's authentication pko’[ocolx’[}o' prove thal a clienl knows k:

 The access point sends a challenge string R to the cent

The clievit sends back the challenge.
WEP-encrypled with the shared secret k

The wireless access poinl checks if the challenge is
correctly encrypled. and I so. accepts the client

The adversary has seen both R and (C v)






- NETWORK LAYER SECURITY

@ Suppose every Imk in our we’[work had s’(rong Imk -layer secw"[g
& Why would this nat enough? 4

de Source, destinations IPs may nol share the same link Ne’[work lager.
Threals such as IP spooting stil exist |

We need end-lo-end Secur’[g across networks. ie. secur’[g network lager
packels from one host To ancther so thal roulers or dther hos’[s in the middle
cawwo’[ modity or read the packel payload




NETWORK LAY£R SECURITY

The P Secw"[g sute (lPSec) ex’[ewds the !wterwet Pro’[oco (IP) to
provide cowhdemtml’[g and integrity o packe’[s {ransmitled across
‘The nelwork. IPSec enables various architectures of Virlual |
Private Networks (\/PNs) whtch is the fouwdahow in nefwork- Iager =
securily ‘ '

— -



RECALL THE iP”’DjAGRA \'A N
bp Header T(P/ UDP Pagload
P Header

T(P/ UDP Pag!oad

«——— >
IP Data (P datagram pagload)




IPSEC OVERVIEW

M’[erme’[ Key [xchange (IKE) To agrée on & shared symmelric keg

~ We use this keg To encrypt and compule MA(S over |P packe’[s or
par"[s of il

Modes of operalion : Header‘ Types

Transporl mode Autheriicalion Header
Tunnel mode Encapsulaled Securily

Payload

e ————— == = e



- MTERMET KEY-EXCHAMGE




- MTERMET KEY-EXCHAMGE




- MTERMET KEY-EXCHAMGE




- MTERMET KEY-EXCHAMGE







WODES OF OPERATION

lPSec has Two main modes of operalion:

Transport Mode: uses the original IP header
Tunnel Mode: ewcapsula'[es the original header



TRANSIPORT AMODE

- uses the original P header

Tunnel Mode: ewcapsuld'[es the original header -



TUNNEL ANODE

— - ' — . e N e e S < %

~ Tunnel Mode: encapsulales the original header



TRANSPORT VS, TUNNEL AAODE

Transport Mode
Tunnel Mode
Tunnel Mode

¥
T




AUTHEMTICATION HEADER

Provides source mu’[hen’(icm’(iom and data integrity via hash-based MAC

| Pro’[ec’[s agams’[ Replmg Atfacks bg using mono’[omcallg mcreasmg Sequence
numbers. ’

Does not provide confidew’[ialftg

—————— = — — —



AUTHEATICATION HEADER

P Header

Sequehce Number

Authentication Data

Dala



ENCAP’QULATWG ‘Q‘ECUR{WV PA‘/LOAD

Provudes CON wlen’[ual’[g (vua ngwse’[mc Key (rgp’[ographg)
I It you want confiderilialty you have To use [SP ‘

I you wark integrity only. you could gou ESP or AH

f you wanil To both integrity and confidev{[ialf{g, use bath
SP and AH or only ESP




AH VS ESP




IPSEC. HEADERS

Authenticalion Heade{r (AH)

Offers ivf[egm’(g and data source
authentication
Authenticates payload and parts of IP

header thal do not gel moditied during |

transfer. eq. source P address

Ofters protection against replay attacks
Via extended sequence numbers

| Encapsulated Security Payload (ESP)

Ofters confidentialty
P dala is encrypled durmg transmission

Offers authertication functionalty similar To AH -
Bt mu’[hew'[lcf[g checks only focus on the IP paylond

Apphes padding and generales dummg ’[m ic
Makes traffic analysis harder



IPSEC DEPLOYRMVEMT CHALLEMGES

Neéds {0 be included in the kernel's network stack

There mag be legitimale feasows to modf y some [P header fields: IPSec breaks ne’[workmg
funclionalities thal require such changes.

with AH. you canndl replace a privale address for @ public one a’[ a NAT box

with ESP. it depends
‘ In Transport usually does not work due To TCP and UDP checksums
In tunnel mode i is fine

PSec is complex. hard o audt. and prone To miscontiguralions



ﬂ‘aANﬁPoz?;MAyEa?; ‘Q‘EC’URJWY

D S N e

Ne’[work lager secur’[g mechamsms arrange To send individual IP packe’[s secw'elg
» from one network To ancther

mesloor’[-lager security mechanisms Transtorm arbitrary TCP connections To add
securily and privacy

The main transporl-layer securily mechanism is TLS (forwxerlg known as SSL)

The main trampor’[—lager privacy mechanism Tor



TLS/SSL

— - : ——— : e e T s :

In ’[hé mid-1990s. Netscape inverled a protocol called Secure Sockets Layer (SSL) meavt for
protec’[ing HTTP (web) cownec’[iows

The pro’[ocol however was general. and could be used to protect amg TCP-based
Connection HTTP + SSL = HTTPS |

Historical nate: there was a competing protocol called S-HTTP. Bl Netscape amd Microsoft
both chose HTTPS. so ’[ha’[s the pretoca everyone else followed

SSL went Through a few revisions, and was eventually standardized into the pro’[ocol' known as TLS
(Transporl Layer Securily. imaginalively enough)



TLS AT A HIGH-LEVEL
Clievt connects To server. indicates it wah’[g fo speak TLS, wf[h! _ ——
Client key-share under ECOHE

The list pf ciphersuies it knows

Server sends iis certificate to client, which contains:
Server key-share under EQOHE
Its host name.
Is verification key
Some dther administrative informalion
A signature from a Cerlificate Authorily (CA)

Both clienl and server derives the same session key K (which is hard for Eve To derive) based on the Two key shares

Server also chooses which ciphersuf[e to use:

All remaining traffic wil be encrypled and authenticated under K



TLS CONNECTION ESTABLISHMENT




——— = — — S

SECURITY PROPERTIES TLS

Server Au’[hen’(icdion
» Message Integrity
Message Confidertialty
Ciert Autherticato



CA W TLS

A certiticalion authority acts a trusted third-party thal

Issues digital cerliticates

Cerlificates the ownership of a public keg by the named subject of
~ 1he certificale , *

Manages certificate revoca’[ion lists (CRLs)

— - : ——— : e e T s :



CA W TLS

A certification au'[hom’[g acts a trusted

Third- par’[g That:

[ssues dcgf[al certificates
Cerliticates the ownership of a public

key by the named subject of the

cerliticale
Manages cerlificate revocalion lists

(CRLs)

o T ———— § — ———— =~ — £



WHAT CAHU GO WROMG

———— s~ — - =

Bmscc ldea: Alice accep’[s ’[he covsvaec’[con |f she receives a cer’[uhcm’[e

The cerlificale is signed by a CA she Trusts vk(A
-~ The cerlificate is for the domain she's requesting |
When taking To the web server, Alice can verity the signatures with vkWS




WHAT CAH GO WROKG

s - = - =

Basic ldea: Alice accepts the connection if she receives a certificate

The cerfificate s signed by a CA she Trusts vkCA

The certificate is for the domain she's requesting
When talking fo the web server. Alice can verify the signatures with kWS

AT S
“’Cf; .
s e —

o




CA M TLS

? Whal can go wrong with TLS?

An adversary can compromise a CA To plant fake cerlificales
(e9. DigiNotar's fake "google.com certificales used by an ISP in Iran)




CA M TLs

— s = : e : L XY S Sy e

@ Whal can go wrong wf[h TLS?

Aw adversarg can install a custom CA on users dewces
allowing them To sign certiticales that clients will accept for

~ any site (e, in 2019. Kazakhstan's ISPs mandated the
installation of a rodt certificate mandated by the goverwmewt



WIREGUARD

PSec

SoL VPN

— - — - —— . — e S e I T SR

s complex hard to audt. and prone to misconfigurations

Big book of IPSec RFCs: Internet securily architecture (Loshm 99)
~ Does not preven’[ you from making bad choices

Suppor’[s all ciphers. mcludmg obsolete ones avwl NULL

Also, on the complex side
Tends To be slow
Also does nol prevent you from making bad chonces



' RECAP OF CRYPTOGRAPHY USE CASES

Link Layer WEP Problems ;
ek C Transport TLS

Protocol disaster — packet injection

Prctocol summary (ECDHE elc)
Key management: (As

N@tWOY‘ k lﬂger : PSec ? , s ulh LS MM
KE: Ditfie-Hellman Wire g Jar d '

Modes: Transporl. Tunnel
Headers: AH, ESP Betler /PN



PECAP oF CP‘YPTO TOOLS

Secre’[ Key (rgp’[ogmphg f lntegr’[g

One-Time Pads . Checksums
S;U‘TW‘ t‘PheV‘S | Hash Functions
Block Ciphers
- = Au’[hew’[nca’[lon
Public Key Cryplography ~ mc
Toxthock PSA | Digital sngm’[ur‘es

Key Management

Secrel vs. Public Key Cryplography
Hybrid Cryplography



5 PECAP thz

@ What i Hgbmd (rgp’(ogrmphg

@ Under whal cond’[nows does Hashing provide m’[egr’(g?
@ Wha is the poirl of MA(S7 '

? What is the point fDngf(al Slgma'[ures? ;



- PECAP QNZ.

& " What S one thmg whuch Dugftal Slgmtures Provwle ’[ha’[ MA(
g do vso’[’P f | .

@ Whal is Repudm’[non? When do we need i{?
? Whal is the pom’[ of (As? ’

? Whal are the problems with Roct (A?




Overview of Secw"[g
(on’[rols

—_—



SECURITY CONTROL USING
CRYPTOGRAPHY

We use crgp'[ogmphg as SECW‘IUj coritrol in stuations where trust canndt be assumed

We will focus on network securily (link layer. nelwork layer ’[mmpor’[ !ager and apphca'non

layer).

Bull first. we will see other use cases.

— - : ——— : e D T s T



SECURITY CONTROL USING
& oS B TOGQ?;:AP HY

s = - —— - ——— - — — -

o Apps can be installed only it digitally sngned bg the vendor (BlackBerrg) or upgmded
only it signed bg the original developer (Andraid) |

* OS allows execition of programs only it signed (0S)
* 0S allows loading of cerlitied device drivers only (Windows)

» Secure bool: OS components booled only if correctly signed



NETWORK SECURITY AMD PRIVACY

biities you can only communicale with over a network are inherently Iess ’[rus’[wor’[hg
(e9. they may ndt be who they claim to be)

This makes networking a primary scenario for cryglography

This is a separalion of concern. and in par’[tcular ‘separaling the secw"[g of the
medium from the security o | the message



NETWORKING fol

Alice s sting in her ofhce a’[ U Wa’[erloo.
She conects her phone to the WiFi

- (Goes to Amazoncom
Buys a new laptop.

@ How do packets travel in the network?



NETWORKING lol

Link Layer. Al The link |ager, Alice's mobile device establishes a wireless

connection with the Wi-Fi access poinl. The

Wi-Fi (eg. 80211). handle the transmission o
the access point.

ink !ager pro’[ocols. such as

 dala between her device and

e ———— == = e



NETWOPKWG lol

A S N e

Network Layer: Once ’[lne Wc i cownec’[sow S es’[abhshed Ahces W\obde
device obtains an IP address through DHCP (Dynamic Host Configuration
Dratacol). The network layer protocols, such as IP (ilernet Prolocol). come
into play. Alices mobile device sends an IP'packe’[ conlaining the source and
destinalion IP addresses.




NETWOPKWG lol

Trmn3por’[ Layer: Ahces mobnle devuce chooses a ’[mmport
’[gptcallg 1P (Transmission Coritrol Protocal) for web brows
connection is established between her device and Amazons

server.

—————

aver protocol
ing. A TC

s

The

Transport layer seqments The data into 1G seqments and adds the source

and destinalion port numbers



NETWOPKWG lol

» == N

Apphca’[mn Layer: Al ’[he apphca’(lon lager Ahces mobile devnce m’[sa’[es .
request To Amazons server using an HTTP (Hypertext Transfer Protocol)
request. The request includes the specific Amazon URL. such as

iltps:/ /www.amazon.com, and any addtional pamwae’[ers or dafa
reqwred for the purchase. -



https://www.amazon.com/

JOURMEY ofF A PACK £T '

— T

APP"C“J[‘O” LW" @ Wher‘e do we need to
' mesport Layer ~ ©  apply cryptography?

NetWOY‘k Lager‘ = de A" the Lager‘s c =
Link Layer , ' o



WEP

Lmk Lager

WEP was used or Wireless Ne’[works ‘




W ' WEP

=— - = - = - — Mo S i S

—

WEP was intended to enforce three securtty goals ‘

Dl Cowfideh’[ialf[g
| Prevent an adversary from learning the contents of the wireless traffic

Dala Integrity

~ Prevent an adversarg from modifgiwg the wireless traffic or
[ abrica’[iwg Tralfic

Access Control |
~ Prevent an adversmrg from USing your wireless infrastructure



- weP

—— = —— = - = 2

WEP was intended To enforce Three security goals A ‘

= 2 Untortunalely, none of These is
aclually enforcedll - '






WET?

In order To Transmil a message M:
' Compute a checksum c(M) (which does nor depend on k)

Pick an IV v and generale a keystream K=RC4(vk)
(iphertext KM [ c(M))

Transmil v and C over the wireless link




WEP DESCRIP Tion

I order o transmit a message M. @ WM k""d Of mpher R ﬂ'“37

Compiite a checksuvn c(M) (which does nor depemd on k)

Pick an IV v and genem’[e a kegs’(ream K=RC4(vk) d’”} [t lS a Str\eam Clph@f‘ (Symmetmc)
Ciphertext GKEBM [ c(M))

Transmit v and C over the wireless link

= @ Whal doe_s the receiver‘ do with v and (?

de Use The received v and the shared k‘fdr K = RC4(v. k)

Decrgp’[asKEB( KPKD M |Ic) M" || ¢’
Check To see if ¢’ = c(M")
I it is. accepl M’ as the message transmilled



—————

1 11V s oo short: oy three bytes = 24 bts
-+ Secret (k) is rarely changed. ~ »

2 What s the problem wih th?

U Key-stream gels re-used after ki

teralions



AP = Access Poiit

L

Ny _ 10 B .




PRGBLE W 2 CMTEGRITY’ BREIXCH}

The checksum algorThm in W[P S (R(ZZ wh;ch has

-~ Two importan (and undesirable) properties

[ is

{isi

ndependent of k and v

D8) -c(M) EBC(S) ,

inear: c(M&

Why is lineartty a pessimal property for your infegrity mechanismto
o have when used in conunclion with a stream cipher?



- PROBLEAN 2 GUTEGRITY BREACH)

The sender transmits C and v. If Eve wanis To modity the plain text -
' Miito M MD3

, m Calculate ('=(€9(5 ||c(5)>

Send (€. v) instead of (C v) ‘
This passes the integrity check of the recipient







WEP AUTHEMTICAT!GM CD?‘QA’QTEP}

—

W[PS au’[henhca’[mn pro’[ocol to prove that a chew’[ kwows k

~ The access powf[ sends a chal enge

The client sends back the challenge.

string P 1o the chen’[ |

WEP- encmfjp’[ed with the shared secret k

The wireless access pom'[ checks ff

encrypled and i

so. accepls the c

The adversarg has seen both R and (C v)

The clnallenge s correctly
e '



2 9

Challenge: & &
= | | | Nice '\,
~ Response: C. v ‘ 41 piig
(RU(Kv) D RIR)) _ 530

The adversmrg has seen bo’[h R and (C v) ;
@ Whal can Eve do with this mfor‘ma’hon’?
m Compute a valid v and RCA(ky)



WEP AUTHEMTICATWM CDKA‘QTEP}Q

The adversmrg has Seew

bo’[h Q avsd (( v)

 Eve waits to autherticate herself To the AP. The AP sends Eve a
o hew chmﬂenge R’ (avs Eve success ullg run the authentication

pro’[ocol’?

Wesl Nole That [ve knows R(4 (k v)-(@(l? IIC(R)). Fve can

9(? | c(R )) and C and v to the AP

just compule (R4 (kv) €



PRGBLE W 3 PACKET WJECT!ON

We saw ’[ha'[ seeing R. C cmd v gwes Eve @ value of v amd ’[he correspondmg
kegs'[ream P(4(v k)

The same way Eve em:rgp’[ed the challenge R in the previous slide. she can
encrypt any other value F: ( RC4(kv) @(;:" e(F)y |

Send (( v) instead of (C v)

Cis in fact the correct emcrgp’[iow of F. so the message is accepted



:OPE PPOBLE WS WITH WEP

Somewhat surprisingly. the abl
which Mallory can trick the A

Nete fhat none of The atlacks

’[U 5 moda Y and wyec'[ packe’[s Ieads ’[o Ways in

? To decrypl packels

so far use the fact that the stream ciher was RC4.

I turns oul that when RC4 is used with similar keys. the oulpul kegs’[ream hasa
subtle weakness, which lead the recovery of either a 104-bil or 40- b’[ WEP keg in
under 60 seconds. most of the time.

Check this tak by lan Goldberg


https://www.youtube.com/watch?v=LbgMgbar8gw&t=1707s

PEPLACWG WEPP

WI f Pro’[ec’[ed Access (WPA) Was r‘olled ou’[ as & Short—term pa'(ch {o W[P whnle
formal standards for a replacement protocol (IEEE 8OZ11. later caled WPA?) were
bemg developed '

Replaces (R(-22 _ with a real MAC
I\ is 48 bits , |
Keyis changed frequen’[lg (TKIP)

Abilty to run on older WEP hardware



WEP PECAP

- ——— - ——e = s ST X

What have we !eamed fr'om W[P7

'Use sufhcnem’[lg long Vs, dont share a keg with many people. dont reuse
short-Term secret kegs and Vs

Do not use checksums for m’[egr’(g Use keged MA(S instead



- NETWORK LAYER SECURITY

@ Suppose every Imk in our we’[work had s’(rong Imk -layer secw"[g
& Why would this nat enough? 4

de Source, destinations IPs may nol share the same link Ne’[work lager.
Threals such as IP spooting stil exist |

We need end-lo-end Secur’[g across networks. ie. secur’[g network lager
packels from one host To ancther so thal roulers or dther hos’[s in the middle
cawwo’[ modity or read the packel payload




NETWORK LAY£R SECURITY

The P Secw"[g sute (lPSec) ex’[ewds the !wterwet Pro’[oco (IP) to
provide cowhdemtml’[g and integrity o packe’[s {ransmitled across
‘The nelwork. IPSec enables various architectures of Virlual |
Private Networks (\/PNs) whtch is the fouwdahow in nefwork- Iager =
securily ‘ '

— -



IPSEC. OVERVIEW

— ————— = — — S

Iiternet Key Exchangg(lKE) lo agree on a shared symmelric key.

We use this key To encrypl and compute MACs over IP packels or parls of L.

Modes of operalion

"mvsspor’[ mode
Tunnel mode

Header Types

Auithenti

Encapsu

calion Header

aled Securily Paylond



- MTERMET KEY-EXCHAMGE




- MTERMET KEY-EXCHAMGE




- MTERMET KEY-EXCHAMGE




- MTERMET KEY-EXCHAMGE
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WODES OF OPERATION

PSec has Two main modes of operalion:

Transport Mode
Tunnel Mode



TR AN’QPOPT W ODE

Transport Mode
The original P header remains m’[ac’[

In ’[rampor’[ mode. only the payload (the ac’[ual data bemg
Transmitted) of the IP packels is encrypled and authenticaled



TUNNEL MODE

D S N e

Tuwmel Mode: encapsmlates ’[he omgmal header

n ’[wmel mode, both the omgmal P header and the payload are

encapsula’[ed within @ new IP packel. This new packet has a new IP
header. which is used To route the traffic between The VPN
ga’[ewags -

The original IP packel is encrgp’[ed and au’[hew’hca’[ed providing evsd-’[o end
securtg



TRANSPORT VS, TUNNEL AAODE

Transport Mode
Tunnel Mode
Tunnel Mode

¥
T




TRANSPORT AODE VS. TUMMEL AMODE

Transport Mode is Typically used for end-to-end communication between Two

hosts or devices. Transporl mode provides protection for the dala while i is in

~ Transt but does nat hide the original IP addresses of ’[he communicaling
devices. ‘

Tunnel mode is commonly used in site-to- S’[e \PNs. where the entire IP packel
s protected and the original source and destinalion IP addresses are hidden. I
allows for secure communication between networks over an witrusted network
(such as The lnternel).



AUTHEMTICATION HEADER

Provides source mu’[hen’(icm’(iom and data integrity via hash-based MAC

Protects agams’[ Replag Attacks bg using mono’[omcaﬂg mcreasmg Sequevsce =
numbers.

Does not provide cowfiden’[ialftg

—————— = — — —



AUTHEMTICATION HEADER

16-23

> < > <

IP header

Next header

Payload len Reserved

SPI (security parameters index)

Sequence_number

MAC for authentication (integrity check)

IPsec payload

A MAC covers

outer source,
destination
addresses
but omits
outer |P
header fields
that change
In transit
(e.g., TTL)




ENCAP’QULATWG ‘Q‘ECUR{WV PA‘/LOAD

Provudes CON wlen’[ual’[g (vua ngwse’[mc Key (rgp’[ographg)
I It you want confiderilialty you have To use [SP ‘

I you wark integrity only. you could gou ESP or AH

f you wanil To both integrity and confidev{[ialf{g, use bath
SP and AH or only ESP




ENCAPSULATING SECURITY PAYLOAD

16-23

> <

IP header

header

ESPI SPI (security parameters index) MAC

Sequence_number computed

over
IPsec payload full ESP

(typically ENCRYPTED) eacket

excluding
MAC field
itself

Padding (related to cipher blocklength)

ESP Padding_len | Next_header
trailer MAC for authentication (integrity check)




Neither of these reasons for the existence of AH is particularly persua-
sive. The designers of AH/ESP could have made minor modifications to the
protocol so that ESP alone could overcome these drawbacks. But there is a
more convincing reason given for the existence of AH. At one meeting where
the IPSec standard was being developed, “someone from Microsoft gave an

impassioned speech about how AH was useless ...” and “... everyone in the
room looked around and said, Hmm. He’s right, and we hate AH also, but
if it annoys Microsoft let’s leave it in since we hate Microsoft more than we
hate AH” [162]. So now you know the rest of the story.




IPSEC. HEADERS

Authenticalion Heade{r (AH)

Offers ivf[egm’(g and data source
authentication
Authenticates payload and parts of IP

header thal do not gel moditied during |

transfer. eq. source P address

Ofters protection against replay attacks
Via extended sequence numbers

| Encapsulated Security Payload (ESP)

Ofters confidentialty
P dala is encrypled durmg transmission

Offers authertication functionalty similar To AH -
Bt mu’[hew'[lcf[g checks only focus on the IP paylond

Apphes padding and generales dummg ’[m ic
Makes traffic analysis harder



IPSEC DEPLOYRMVEMT CHALLEMGES

Neéds {0 be included in the kernel's network stack

There mag be legitimale feasows to modf y some [P header fields: IPSec breaks ne’[workmg
funclionalities thal require such changes.

with AH. you canndl replace a privale address for @ public one a’[ a NAT box

with ESP. it depends
‘ In Transport usually does not work due To TCP and UDP checksums
In tunnel mode i is fine

PSec is complex. hard o audt. and prone To miscontiguralions



IPSEC

e— - ' —_— . e e e T s %

@ Wha’[ does IPSec pro’[ec’[ US agams’[ and what does t net protect

de PSec lets gou make a secure Tunnel between Alice avsd a

VPN server. This is protecting against eavesdroppers on
Alices network bul not against the VPN server self or
eavesdroppers on the VPN servers nefwork or along the wag
’[o The actual destination.




TRANSPORT-LAYER SECURITY

—————— = — — —

Network-layer securily mechanisms arrange to send
individual IP packels securely from one network to ancther

Transport- Iager secur’[g mechamsms {ranstorm
arb’[rarg TCP comneclions to add Secur’[g and prwacg



mANﬁPOQMAVEz?; *S:Ecmz«stw -

———— = — — - =

The main '[mwsloor’[ lager secw"[g mechanism s TLS
(formerig known as SSL) ‘

The main ’[mmpor‘t-lager privacy mechanism Tor



TLs/ssl

— - ' —_— . e N e e S < %

n the wud 1990s, Ne’[scape inverited a pratocol called Secure Sockets
Layer (SSL) meast for protecting HTTP (web) connections

The pratocol however. was general. and could be used to protect ang
TCP- based Conneclion HTTP + SSL = HTTPS




‘(‘LS/ SSL

E——

-us’[omcal nole: ’[here Was @ compet ng praloco called(S—HTTP.Bu’[
\etscape and Microsoft both chose HTTPS, so that's the protocol
everyone else followed ‘

SSL werl through a few revisions. and was evenlually standardized '
into the pratocol known as TLS (Transport Layer Security, -
imaginalively enough)




TLS AT A HiGH-LEVEL

Clievit connects to server mdnca’[es i wan’[s to Speak TLS. wf[h

Client key-share under EOHE
The list of ciphersuiles i knows

Server sends ils certificale to client. which conlains:
Server key-share under ECOHE
s host name,
s verificalion key
Some dther administrative informalion,
A signature from a Certificale Authority (CA)



TS AT i\ HIGH*LEVEL

Bo’[h clievit and Server derwes ’[he Same Session keg K
(which is hard for Eve to derive) based on the two keg

~ shares

Server also chooses which ciphersuile To use

All remaining Trattic wil be encrypled and aithenticated under K



TLS CONNECTION ESTABLISHAMENT

- - - S —

—————— o —

offered-protocol-versions,
offered-algorithms-list,
client-nonce,

1. ClientHello client-key-share and/or PSK-label

plaintext

server-nonce, 2. ServerHello

server-key-share and/or selected-PSK-label,
server-selected-connection-options,
server-certificate and signature,
server-finished-MAC

3. ClientAgain : ” : )
client-certificate and signature (if requested)

client-finished-MAC

encrypted

HTTP TLS channel
request Application Data (secured by authenticated encryption) HTTP

response
Close-notify messages exchanged l
(TLS connection terminates) v

@ Key Exchange phase Server Parameters e Authentication phase




——— = — — S

SECURITY PROPERTIES TLS

Server Au’[hen’(icdion
» Message Integrity
Message Confidertialty
Ciert Autherticato



CA W TLS

A certiticalion authority acts a trusted third-party thal

Issues digital cerliticates

Cerlificates the ownership of a public keg by the named subject of
~ 1he certificale , *

Manages certificate revoca’[ion lists (CRLs)

— - : ——— : e e T s :



CA W TLS

A certification au'[hom’[g acts a trusted

Third- par’[g That:

[ssues dcgf[al certificates
Cerliticates the ownership of a public

key by the named subject of the

cerliticale
Manages cerlificate revocalion lists

(CRLs)

o T ———— § — ———— =~ — £



WHAT CAHU GO WROMG

———— s~ — - =

Bmscc ldea: Alice accep’[s ’[he covsvaec’[con |f she receives a cer’[uhcm’[e

The cerlificale is signed by a CA she Trusts vk(A
-~ The cerlificate is for the domain she's requesting |
When taking To the web server, Alice can verity the signatures with vkWS




WHAT CAH GO WROKG

s - = - =

Basic ldea: Alice accepts the connection if she receives a certificate

The cerfificate s signed by a CA she Trusts vkCA

The certificate is for the domain she's requesting
When talking fo the web server. Alice can verify the signatures with kWS

AT S
“’Cf; .
s e —

o




CA M TLS

? Whal can go wrong with TLS?

An adversary can compromise a CA To plant fake cerlificales
(e9. DigiNotar's fake "google.com certificales used by an ISP in Iran)




CA M TLS

) What else can go wrong with TLS?

An adversdrg can install a custom CA on users devices,
allowing them To sign certiticales that clients will accept for

~ any site (e, in 2019. Kazakhstan's ISPs mandated the
installation of a rodt certificate mandated by the goverwmewt

— s = : e : L XY S Sy e



CA M TLS

— ——— - ——————— e = -

@ Wha’[ else else can go WIong wf[h TLS’P

- (ompames mag think t is an excellert idea e. Lenovo's Supertish or Sennheiser
HeadSelup rodl cer"(lhca’[es (For adver’[tsemew’[ and communicalion purposes,
respectively) ,

There have been many issues with TLS/SSL wnplemen’[a’[tons



’Q‘QL* B A’QE‘Q VPN‘Q

We can use SSL/ TLS ’[o crea’[e Secuire s’[e-’[o s’[e tuvmels
Similarly, to [PSec
A wiore flexible “user- -space VPN
In corlrast To IPSec. it does not require kernel-level access
Vlirtual nelwork inlertaces are used instead
Several soluions available: ,
“eg. OpenVPN. Cisco AnyConnect




WIREGUARD

PSec

SoL VPN

— - — - —— . — e S e I T SR

s complex hard to audt. and prone to misconfigurations

Big book of IPSec RFCs: Internet securily architecture (Loshm 99)
~ Does not preven’[ you from making bad choices

Suppor’[s all ciphers. mcludmg obsolete ones avwl NULL

Also, on the complex side
Tends To be slow
Also does nol prevent you from making bad chonces



W?PEGUAPD |

e = x 5 = - — Aah s SLTRS N ~

New (and Sumpler‘) VPN desngw bwft from the groumd mp

Offers a kernel and a User-space twsplemen’[a'[uon

Faster than IPSec and TLS-based /PN solu'[ions '



WIREGUARD

EE———

[asg ’[o configure =
Bul no PKI kegs are distributed manuallg

' Fasy To audt
4000 LoCs vs PSec’s 400000 LoCs

Hard To get L wrong
Single cipher sue




' RECAP OF CRYPTOGRAPHY USE CASES

Link Lagew WEP Problems Trampor‘t HLs-

 Short IV — two-time pad — Make 1 bigger!
Checksum — integrily breach — use MAGs
Pratocol disaster — packel injection

Protocol summary (ECOHE elc)
Key management: (As
Issues with TLS: MITM

Network layer: IPSec = ;
KE. Diffie-Hellmay ' Wureguard
Modes: Trmmpor’[, Tunnel | etter VPN

Headers: AH. ESP
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