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Abstract of acommercial deal, i.e., the database can basically be sold
to another company without the users’ permission [52, 21].
In e-commerce, the protection of user privacy from a  Even worse, the server may be "honest but stupid”. That
server was not considered feasible until the private infor- means, the server may have a flaw in its security level, thus
mation retrieval (PIR) problem was stated recently. allowing an intruder to access user preferences. Up to half
A PIR protocol allows a user to retrieve a record from of the top on-line servers are reported to compromise the
a database while hiding the identity of the record from a user privacy in such a way [54, 46].

database server. Finally, the company may be forceddellthe user pref-
We explain a motivation for PIR by demonstrating e- erence database due to bankruptcy [7, 56, 24].
commerce examples, where only PIR techniques help. All- In current systems, the user preferences depend on the
out overview of what is done by the community is given good face of the company owning the server, and the quality
without details of concrete algorithms. of the server’s security tier, and the financial situation of the
We conclude with future work, which is mostly aimed at Server’s company. There are too many assumptions to be
making PIR practical. true simultaneously and forever.

The solutions for the PIR problem would make it possi-
ble for a user to keep his preferences private from everybody

1 Introduction including the server.

Formally, private information retrieval (PIR) is a general Structure. At the next section we provide a motivation
Y. P 9 for PIR. Section 3 brings a classified list of what has been

problem ofprivate retrieving thei-th bit out of anN-bit done in PIR, from that open problems stated in Section 4
string stored at the server. “Private” means that the server '

does not know about, that is, the server does not learn are derived. Section 5 is a conclusion.
which bit the client is interested in. o
2 Motivation

Where did the need for PIR come from? In our days,
knowledge about user preferences is an information with
a well-recognized importance and value. This information
may often play a bad role if used against the user.

Until recently, the user preferences were treated as a se- o
cret for everybody except the server. The assumption, that2-1 ~ Application Examples
the server will not employ user preferences against the user,
had been taken for granted for a long time. However, there  In the following we describe concrete as well as hypo-
is no reason for such an assumption. One of the biggest onthetical examples, where PIR protocols might be useful.
line media traders stated that his database containing mil-

lions user profiles and shopping preferences is one of thepatent Databases. If the patent server knows which
company’s assets. Therefore, this database can be a subjeghtent the user is interested in, this could cause a lot of prob-

*This research was supported by the German Research Society, Berlin-IemS for the user, if the user is a researcher, an inventor, or

Brandenburg Graduate School in Distributed Information Systems (DFG &N investor. Imagine, that a scientist discovers a great idea,
grant no. GRK 316.) for example, that "2+2=4". Naturally, he wants to patent

In this section we give application examples for PIR pro-
tocols; we also explain why some naive approaches do not
work well enough to be treated as PIR solutions.




it. But first, he checks at an international patent databasesomeone else (under the title: "who is looking for terror-
whether a such or similar patent already exists. The admin-ists”). You canprivately retrievea secret of your choice
istrator of that server has access to the scientist’s query "Areusing PIR; and both parties remain happy.

there patents like 2+2=4", and this automatically gives him

the following information: 2.2 Naive Approaches And Why They Do Not

e The "2+2=4" may possibly be an invention. Why not Work

to try to patent it first? .
ytop There are at least two straight-forward approaches to the

e The area, the scientist (or the research laboratory) isPIR problem. Both fail to solve the real-world problem but
working at, is also notable. they point us to the properties, that the practical PIR solu-

: . iy tion must have.
Both observations are highly critical and should not be re-

vealed. PIR solves this problem: the user may openly pay
with his credit card for downloading a single patent; and the
server will not know which patent the user just downloaded.

Entire Database Download. Theoretically speaking, the
entire database transfer (from the server to the client) solves
the PIR problem: The client can process queries on the local

) _ copy of the database. Thus, the server is unaware of the user
Pharmaceutical Databases. Usually, pharmaceutical  gyeries’ content, and consequently, the server is unaware of
companies are specialized either in inventing of drugs or the user preferences.

in gathering 'information abont the basic components and  Tpis approach cannot be applied for real, because of the
their properties (pharmaceutical databases). The procesgyeat cost the user has to pay for all records of the database.
of synthesizing a new drug requires informat_ion on several pqditional cost is a communication, which is equal to the
basic components from this databases. To hide the plans o§jze of the database. But this cost is usually negligible in

the company, drug designers buy the entire pharmaceuticatomparison with the cost of the entire database content.
database. These huge expenses could be avoided if the

designers use a PIR protocol to buy only the information

about a few basic components needed [62]. Anonymization techniques. Using a traffic anonymiza-

tion technique (like [26]), a user can anonymously send

] ) . gueries to a server and anonymously receive the answers.

Media Databases. These are commercial archives of |, 5qdition, using an anonymous payment system (like [32])

electronic publications, music '(mp3) illes, photos, video, ihe user can anonymously pay for executing a query.

etc. '_A‘S it was shown aboye, it is too risky to put customer  ope might think this is a PIR solution. It is not, since

data in server's trust. In this context, the user may be inter-yhq server can still gather some general statistics on the user

ested in hiding his preferences from the server while buy- yreferences. For example, the server can trace which record

ing one pf the digltgl products on-line. That means, the userpas peen accessed more than others. Or, the server can

may be interested in a PIR protocol. count how much a specific record has been accessed at a
given time interval. Data mining on such statistics and some

Academic Examples. Special Operations department of additional efforts may break the user privacy.

the defense ministry plans an operationin aregion R. Toget  Another drawback of this approach is that most network

a high-resolution map of R, there should be made an appro-anonymization techniques as well as payment anonymiza-

priate request to the IT department’s map database. Thustion techniques are either:

the staff of the IT department can figure out, that there will

be a special operation in the region R soon. Is that possible 1. dependent on a third trusted party [5, 48, 32] (And we

to keep the secret inside the Special Operations department ~ are back to the beginning: The client has to trust the

and still process the query at the external database? Itis  third party now instead of trusting the server.)

generally possible, if PIR is used [58].

Another hypothetical application is suggested in [14] by
Isabelle Duchesnay. A spy disposes of a corpus of various
state secrets. In his catalogue, each secret is advertised with
a tantalizing title, such as "where is Abu Nidal”. He would 3 PIR Approaches
not accept to give away two secrets for the price of one, or
even partial information on more than one secret. You (the  Over 20 scientific papers have been published on the PIR
potential buyer) are reluctant to let him know which secret subject since the PIR problem was first formulated in [19].
you wish to acquire, because his knowledge of your spe-We classify the results accordingly to the assumptions, that
cific interests could be a valuable secret for him to sell to authors rely on in these papers. Not even one algorithm is

2. orinsecure under the "all-against-one” attack, when all
participants cooperate against one user [16, 51, 53].



explained due to the space limitations. Instead, basic ideacomputationally bounded. l.e., under an appropriate in-

of some of the algorithms are given. tractability assumption, the databases cannot gain informa-
tion abouti. For everys > 0, [17] presents a two database

3.1 Theoretical Private Information Retrieval Computational PIR scheme with communication complex-
ity O(N°®).

"Theoretical” stands for the fact, that the user privacy  In [47] Ostrovsky and Shoup construct PIR protocols
is assumed to be unbreakable independently from the comWith the option to writei-th record at the database in a way,
putational power of a cheater. Chor et al. prove, that any that the database servers do not know abotihere are pro-
Theoretical PIR solution has a communication with a lower tocols both for the Theoretical PIR and Computational PIR
bound equal to the database size [19]. Thus, downloadingwith two or more servers. For example, for Theoretical PIR
the entire database is an optimal solution with respect toWwith three servers, they offer a protocol with communica-
the communication amount. Such a solution is called triv- tion complexityO(N'/31og® N'). The Computational PIR
ial. Consequently, a non-trivial PIR solution is one, that has protocol with poly-logarithmic communication complexity
communication amount less than the database size. requiresO(log V) rounds in comparison to one round for

With the idea of getting a non-trivial Theoretical PIR the most PIR schemes in this review.
solution in mind, Chor et al. relax the problem setting.

They assume that there are several (instead of one) nonComputational PIR with Single Database. Recall that
communicating to each other database servers with thein the first paper on PIR it was proven, that the Theo-
same data. This assumption makes the non-trivial Theo-retical PIR problem has no non-trivial solutions for the
retical PIR feasible. (The very basic idea in [19] is to send case of single database. Surprisingly, the substitution of
several queries to several databases. The queries are con information-theoretic security with an intractability as-
structed in such a way, that they give no information to the sumption allows to achieve a non-trivial PIR protocol for a
servers about the record that the user is interested in. Butsingle database schema[38]. Its communication complexity
using the answers from the queries, the user can construcis O(N¥) for anye > 0. They use an intractability assump-
the desired record.) There is also a case considered, whefion, described in [30]. (The basic approach is to encrypt
up tot of the servers are allowed to cooperate against thea query in such a way, that the server still can process it

user. . _ using special algorithms. However, the server recognizes
Ambainis [4] improves results of Chor et al., while leads neither the clear-text query nor the result. The result can be
to the following non-trivial Theoretical PIR solutions: decrypted only by the client.)

This was also a first single-database protocol, where
designers consider and provide database privacy (see
Section3.3).

Using another intractability assumption [15], Cachin et
al. demonstrated a single database Computational PIR pro-
2. A O(log N) database scheme with communication tocol, that has polylogarithmic communication. This is

complexityO(log® N * loglog N). an improvement in compare to polynomial communication

complexity in [38]. This result looks particular effective,

Further research on Theoretical PIR appears in [33, 34, 42 pecause the user has to send minimugnV bits just to ad-

50, 13, 63, 10, 35]. dress thé-th bit (the bit he wants to receive) in the database,
independently from whether the protocol preserves privacy

PIR of Blocks is an extension of a PIR problem in the or not. A scheme with better results appears in [37].

sense, that database records are assumed to be blocks of sev-

eral (instead of one) bits. Theoretical PIR of blocks is intro- 3.3 Symmetrical Private Information Retrieval

duced in [19] and further investigated in [18]. Techniques

1. A k database scheme (i.e., a scheme with k identi-
cal databases non-communicating to each other), for
any constant > 2, with communication complexity
O(Nl/(Qk—l))_

for PIR of blocks are important for making PIR practical. Symmetrical PIR is a PIR problem, where the privacy of
The cases for blocks were also partially considered in thEthe database is considered. l.e., a Symmetrica| PIR proto-
papers, mentioned in the next sections. col must prevent user from learning more than one record of
_ _ _ _ the database during a session. Clearly, symmetrical privacy
3.2 Computational Private Information Retrieval (database privacy) is a very important property for practical

applications, since an efficient billing is only then possi-

In oder to get better communication complexity, another ble. Symmetrical PIR protocol for single server was first
assumption was weakened by Chor and Gilboa [17]. "Com- considered in [38]; and for several servers it was consid-
putational” means that database servers are presumed to bered in [28]. Other symmetrical PIR were later proposed in



[42, 43, 44]. time (off-line). It is demonstrated that, while without any
preprocessing linear computation is unavoidable, with pre-
3.4 Hardware-based Private Information Re- processing and some extra storage, computation can be re-
trieval duced. Namely, Beimel et al. have the following results for
the Theoretical PIR and arky> 2 ande > 0:

Smith and Safford [60, 61] considered the single 1 A k-server protocol withO(N'/(2¢=1)) communi-
database PIR problem under the assumption, that a special  cation, O(N/elog?*~2N) work, andO(N1+¢) extra
tamper-proof device is used. To understand the basic idea,  storage bits.
imagine a secure coprocessor (SC) [64, 59, 31] installed on ) o
the server side. The user encrypts a query "give mé-the 2. A k-server protocol withO(N''/*+¢) communication
record”, and sends it to the SC to process. The SC decrypts ~ and work, and)(N'*¢) extra storage bits.
the query, processes it, and then encrypts the answer and The targeted web advertising without revealing user

send it to the user. preferences (a problem similar to PIR) is investigated in
The server has no evidence of what the query is, becausgzg.

1. The main property of a SC is that the server, where . . . . .
the SC is installed, cannot access the build-in RAM of Comparative Security Analysis of PIR Relationships

the SC. Thus, the server cannot catch sight of how the between different security primitives and the PIR problem
(decrypted) user queries look like. are lighted in [23, 41, 39, 11, 20].

2. To process a query, the SC reads all the records from3.6  Related Work
the database not to reveal the record, the user is inter-

ested in. We briefly mention in this section the work, which does
not directly solve the PIR problem, but some ideas from this
3.5 Further Extensions of the Problem Setting related work may be used or are already used to construct a
PIR protocol.

It can be seen from previous sections, that most of the ~Protocols for Theoretical PIR in [19, 4] have used ideas
initial work on PIR has focused on the goal of optimiz- from instance hiding problem [1, 8, 9], and multiparty com-
ing communication, because communication was consid-munication complexity problem respectively. _
ered the most expensive resource. Despite considerable An oblivious transfer problem is similar to the single
success in realizing this goal, the real-life applicability of database PIR problem, but its research history is 15 years

the proposed solutions remains questionable [12]. This isC!der (see, for example, [49, 14, 45]). The similarities
because in most solutions ttemputatiorrequired by the and differences between oblivious transfer and PIR are dis-
servers is at least linear in database Ssizend typical sce- ~ cussed in [23]. _
nario for using PIR protocols is when the database is big. The PIR problem can also be seen as a simple case of
To solve this problem, Gertner et al. propose a scheme,S€Cure multiparty computations in general, and as a com-
where most computation is moved from the database servePUting with encrypted function problem in particular. For
to special purpose servers [27]. While their protocols re- €x@mple, the single database PIR protocol in [38] has the
duce computation for the database servad(o), the com- ~ S@me base |d.ea as used in the scheme of computing with en-
putation of the special-purpose servers is still linear for ev- Cypted function introduced in [55]. And a hardware-based
ery query. PIR solution [60] is a particular case of the secure multi-
Di-Crescenzo et al. present another PIR scheme [22],Party computations based on secure coprocessors [64].

that utilize special-purpose servers. In this model, the most 10 Mmake the picture complete, we mention, that the ear-
computation and communication is moved off-line (i.e., it €St (to our best knowledge) record of a problem, that is
is performed only once, independently from the number of Similar to PIR, takes place in 17-18 centtyrshe author is
further queries). Both in [22] and in [27] the user privacy is Unknown.
not protected in case all servers cooperate against the user.

In comparison to [27], where most computation was 4 Open Problems
moved to a more reasonable place (special-purpose servers),
in [12] most computation is shifted to a more reasonable  Open problems can be easily collected after an analysis

, of the existing results.

1The server has to read the entire database to answer one query. If the
server-side protocol leaves one of the records unread, then the server can 2We refer the reader to the story "Go there, | won't tell you where;
conclude that this record is not preferred by the user. This breaks the useiBring me that, | won't tell you what”. The story can be found in a "Russian
privacy. Fairy Tails” collection [2].




e It looks profitable for practical applications to further
optimize the on-line computation and communication,
and gain a full use of such real-world assumptions, as
preprocessing and off-line communication. Note, that
the work done in this direction [27, 22, 12] relies on
the assumption, that all the servers will never cooper-
ate against the user. Similar single database PIR pro-
tocols with off-line communication an@(1) on-line
communication and computation complexity were in-
dependently developed in [6, 57].

It looks also important for real-world applications to
extend the query definition from the "give me the

th block” to some more general and real-database-like
form. Some steps are made in [18, 29, 25]. One of the
application examples is from biological databases [25].
A client has a DNA sequence, and he wants to perform
a similarity search on some external DNA database to
find out whether similar sequences exist or not. To
perform comparisons privately, normal PIR setting is
of no use. New algorithms are needed to operate with
gueries other than just "give me tlieh block”.

To have well-optimized algorithms and extended 10]

database query possibilities is still not enough for prac-
tical PIR applications. One needs an e-commerce plat-
form to apply PIR practically. One of the parts of this
platform is, for example, payment algorithms for PIR.
A solution is proposed recently of how to perform PIR
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