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1 Intr oduction

This documenprovidesa shortdescriptionof practicalprotocolsfor privatecredential
systems. We explain the basicconceptsandmechanismsehindissuingandshaving

of privatecredentialande-cash.Thegoalis to describeconciselyhow practicalprivate
credentialsystemscan be achiesed and not to provide intuition or motivationfor the
technologyfor informationon thesesubjectssee[1, 2, 3]. We give the detailsof one
specifictype of practicalprotocolsfor privatecredentialsptherchoicesof functionali-
tiesandoptimizationsarepossible.Thereadelis assumedo have generaknowledge
of basicconcept®f cryptographysuchastheDiscretelLogarithmproblem,basicgroup
theoryandhashfunctions. For securityproofsandmoreelaboratedescriptionof the
techniquesisedwe referthereaderto [2].

2 BasicTools

2.1 Notation
e a € A denoteghatthevaluea is in thesetA.

e g €r A denotedhe choiceof a uniform andindependentandomvaluea from
thesetA.

Z, denoteghe set{0,1,...,p — 1}, Z; denotegheset{l,... ,p — 1} for a
primep.

e a < bdenotegheassigningo a of thevalueof b.
e o := b denoteghedefinitionof a asthevalueof b.

Let p be a large prime number for which p — 1 hasa large prime factorg. (In
practice,p will be around1024 bits long, andq will be around160 bits long.) For
the restof the paper we assumepperationsn a subgroupof Z; of orderg, which we
denoteby G,,,. All calculationsinvolving elementsof this subgroupareassumedo
be mod p, andall calculationsnvolving thefield of exponentsareassumedo be mod
g. (Notethatthisis similar to the setupof DSA.)

INotethatthis technologyis patented.



2.2 DLREP function, DL-r epresentation

Recallthatthe Discretelog (DL) functionin G, with respecto ageneratog of G,
is definedasa functionof theform

f(z) := ¢°* modp

wherez is anelemeniof Z,,.
We will utilize ageneralizatiorof the DL function,calledthe DLREP function: A
DLREPfunctionwith respecto elementsy, ... , g1, of G, , is afunctionof theform

f(@1,...,2) :==g7"-...- g/ modp

where(z1,... ,z;) is atuple whoseelementsarein Z,. Thistupleis calleda DL-
representationof the producth := gi* - ... - g/' with respectto the generators
(91,---,91). For example,a trivial representatiofior h = 1 is (0,...,0). When
thecontext is clear we simply call (x4, ... ,z;) aDL-representationf A.

2.3 Proving knowledgeof a DL-r epresentation

The primary tool we usefor the protocolsis the ability for a prover Peggy to demon-
strateto a verifier Victor that sheindeedknows someDL -representatiomf a number
h, with respecto agreed-upogeneratorgg: , . .. , g;). Peggy of coursedoesnotwant
to revealthe DL-representatioto Victor.

Supposéeygy knows a DL-representatiofizy, ... ,z;) of h,soh = gi*-...-g;"".
In orderto provethis factto Victor, sheproceedssfollows:

e Peggychoosed randomelementswy, . .. ,w; in Zj; (shechoosesrandomDL-
representatiorandcomputes: = SHA1(g;"" -...- g;"").

e Shethencomputes: = SHA1(a, M) modgq.
e Finally, shecomputes; = c-x; + w; fori =1,... 1.
e Peggytransmits(a,ry,... ,r;) to Victor.

In theabove protocol, M is anarbitrarymessagagreeduponby Peggy andVictor
which shouldcontaina nonceto ensurghefreshnes®f c. It turnsoutthatthis proof of
knowledgedoublesasa digital signaturealgorithm: whenPeggy provesto Victor that
sheknowsaDL-representationf /, shealso,atthesametime andfor free,produces
digital signatureon M . (Viewedasadigital signatureschemeh is Peggy’s public key,
and(zy,... ,x;) is herprivatekey.)

In orderfor Victor to verify Peggy’s proof (andsignatureon M), hefirst calculates
¢ in thesameway asPegygy, andthenverifiesthat

a=SHALl(g;*-...-g;' -h™°)

Somenoteson this protocol:



Security: This protocolis secureaslong asat leastone of the DLREP exponentsis

uniformly randomlychoserfrom Z; andkeptsecret.Thatis, evenif zy, ...,z
are publicly revealed,the systemremainssecue aslong asz; €g Z; andis
known only to Peggy.

Lending protection: Peggy needso knowall of the z; in orderto completethis pro-
tocol,evenif shedoesnt showthemall. Making oneof thez; behighly personal
(or security-critical)informationaboutPeggy (a passverd to a bankaccountfor
example),will discouragd’eggy from disclosingDL-representationsheknows
to others.

Reuseof the w;: If Peggy ever usesthe samevalue of w; twice, for two different
valuesof ¢, theresultingtwo (¢, ;) pairscanbe usedto recover z;. We will use
this factto our advantagen section6.

3 Private Credentials

In aprivatecredentiabystemwe have a credentiabuthority(denotedby CA) who can
certify certainattributes. Peggy executesanissuingprotocolwith the CA in orderto
obtaina credentiathatenablesherto proveto Victor (througha showingprotocol)that
shehascertainattributes,which arecertifiedby the CA. The privagy requirementsire
twofold:

e Pagy shouldbe ableto reveal none,some,or all of her attributesduring the
shaving protocol,andgive noinformationabouttheattributesshedid notreveal.

¢ Theshawing protocolshouldbe unlinkableto theissuingprotocol.

The secondrequirementmeans for example,thatif 50 peoplehave beenissued
credentialswith the “age” attribute having the value “under 13", thenwhen sucha
credentialis showvn (sayat a children's web-site),no collusionof participantswhich
doesnotinvolvethepersondoingtheshawing or all the other49 people of course)an
figure out which of those50 peopleit is.

We will now outlinethe mainideabehindthe schemen all of the computations,
wewill beworking in aknown groupG,_,, with aknown generatog.



CA Setup: TheCA secretlypicksl randomdistinctelementof Z7: yo, y1,- - - , 411,
and calculates(and publishes)}the | valueshy = ¢g¥°,g1 = g¢¥%,... ,91-1 =
gyz—1‘

e Thepublishedvalueswill bein G, , C Zj,.

e Thefirst publishedvalueis calledh insteadof g asit will play adifferent
role from therestof theg;.

The publishedvaluesform a public DLREP function:

fla, @, 20, . ,m-1) == (97" - ... 'glwi]l - ho)* mod p
Note that althoughthis function is slightly differentfrom the original DLREP
functiondescribedearlier it is trivial to seethatit is assecure.

Peggy'ssecret part: Thesecretpartof Peggy’s credentialconsistof arandomvalue
a €g Zy, and(upto) I — 1 attributeszy, xa, ... ,z;-1 € Z, (Unusedattributes
canbesetto0.)

e Theattributesmightnotstaysecretbecaus®eygy maywishto shov some
or all of themaspartof someshawing protocol. However, therandonmvalue
a mustremainsecretat all times.

¢ Note that the attributes are encodedas numbersin Z,. This encoding
shouldbe unambiguouse.g.oneshouldnotbe ableto passoff anattribute
with thevalue 20021231, which may encodean expiry date,for example,
asanattributerepresentingncome.Therearetwo obviouswaysto dothis:

Positional attrib utes: Eachpositionis assigne@nunambiguousneaning
by the CA. For example,z; alwaysrepresentsxpiry date,z, always
representdirth year, etc. In this scenariothe valuesof the z; can
simply be smallintegers,or the numericvaluesof shortstrings.

Labelled attrib utes: The positionsof the attributesareirrelevant,but the
value of ary z; is the numericvalue of a string of the form “LA-
BEL: val ue”. Proving thatz, = “EXPI RY: 20021231" would
havethesamesemanticasprovingthatzs = “EXPI RY: 20021231".

Positionalattributeswould seemto be a good choicewhenthe setof at-
tributescertifiableby a given CA is small andfixed; corversely labelled
attributesallows moreflexibility .

Peggy’s public part: Thepublic partof Peggy’s credentiatonsistof thevalueof the
DLREP functionh’ = f(a,z1,...,2-1), alongwith arestrictive blind sig-
nature (u',v") on A’ from the CA. Notethatprimedvariableq’) denoteblinded
values.

Restrictive blind signatures With restrictive blind signaturesthe signergetsto see
certainpartsof the structureof the messagédo be signed. This structurecannotbe
modifiedwithout invalidatingthe signature.In this application the CA will getto see



theattributeszy, ... ,z;_1, andwill issueacredentialonly if thoseattributesarevalid
for Peggy.

As with public key certificatesjt is necessaryor Peggy to notonly show a sigha-
tureon k', but alsoto demonstrat&nowledgeof the secretpart of the credential.In
the particularprotocolwe present,it is possiblefor anyoneto comeup with a valid
signature(u’, v') on arandomvalue k', but only the CA cancreatevalid credentials
for which Peggy knows the secretpart.

4 Issuing Protocol

In this section,we describethe detailsof the protocolexecutedby Peggy andthe CA,
in orderfor the CA to issuea credentialto Peggy. Recallthatthe CA hasspecifieda
groupG,, anda DLREP function

fleyzr,ma, . mq) = (g7 - .. - /27" - ho)® mod p

Peygy hasl — 1 attributesz,, ... , z;—; thatshewantsthe CA to certify. At theend
of the protocol, Peggy will have arandomnumbera anda restrictive blind signature
(W, v")onhk = fla,z1,%2,... ,21-1).

The bestway to think aboutthis protocolis that Peggy and the CA performa
joint computationof (u',v'), in sucha way that Peggy never learnsthe CA's private
key (yo,---,yi—1), andthe CA neverlearnsa, h', v/, or v'; they eachcomputethe
component®f it thatthey can,andPeggy combinegheresultsattheend.

The protocolproceedssfollows (usuallythrougha secureauthenticateg¢hannel):

1. Pre-Compute: 1. Pre-Compute:
a €g Ly k €r Z, (PRIVATE)
02,03 €ER Ly s < g*¥ modp

h « g*g3% - -glgv_’_l1 modp
h' < (hoh)® modp
B + g (hoh)** modp

L15L2y++ L]

2. Send: _—" T~ 2.Validate attrib utes
L19L2y00 3y L]—1
S
3. Compute: ~— T~ 3.Send:s
v <+ Bs modp 4. Compute:
u' t+ (yo+z1y1 +---+
SHA1(h',~v) modgq T 1y-1)" ! modg
u < u' — as Modg
Uu
4. Send: u _—" T~ 5.Compute:

v < (k —u)t modqg



v
5. Compute: T~ 6.Send:v

v' « (v + a3z)a"! modg

6. Verify:

u =

SHAL(K, (¢* (h')*" modp)) modg
7. Keep:

Wou', vz, ... ,z_1, (@~ modgq)

Somenoteson this protocol:

The importance of deleting k: It is vital thatthe CA never usethe samevalueof k
for two differentruns of this protocol, and that the CA never reveal k; either
casecancauseheleakingof the CA's privatekey. For this reasonk shouldbe
securelydestroyedimmediatelyafterthe CA's step5.

The verification relation: If Victor wantsto verify that(u',v") is avalid signatureon
h', hesimply doesthe sameverificationthatPeggy doesin herstep6, namely:

o' = SHAL(R, (¢* (h')*" modp)) modg

RemembethatPeggy mustalsoproveto Victor thatsheknowsaDL-representation
of ', or arelatedvalue.

5 Showing Protocol

Once Paygy has successfullyexecutedthe issuing protocol with the CA, shehasa
credentialwith public part(h', ', v") andsecrepart(a, 1, ..., 2;—1) suchthat

u' = SHAL(R, (¢* (h')”" modp)) modgq
and
B = fla,zy,...,zi—1) :== (g7 ...~ g'7" - ho)® mod p
Therole of the shaving protocolis for Peggy to:
e corvinceVictor thatsheindeedpossessescredentiabsoutlinedabove,

e reveal none,some,or all of the z; to Victor (but never «); thesez; represent
attributesthathave beencertifiedby the CA, and

e produceadigital signatureon somemessagen.

The protocolis straightforvard: Victor simply checksthe first equationabove di-
rectly, since(h', ', v") is public. Peggy thenexecutesa proof of knowledgeof a par
ticular DL representatiorasshowvn in section2.3 (which givesthe digital signatureon
m for free). Exactlywhatthe DL-representatiofs, will be clarified by thefollowing:



Example Supposd = 5 andPeygy knows a DL-representatiofia, 1, .. . ,4) Of
h'. Further supposeshewishesto revealthatz, = 15 andz; = 23. Thatis, sheknows
(a, z1,24) suchthat

23

B = (979593 93 ho)* mod p

Somerearrangementields:
(93°93%ho) ™" = g g3*h' ™"/ mod p

So all Peggy hasto do is usethe protocol of section2.3 to prove that sheknows a
DL-representatiognamely (z1, x4, —1/a)) of thenumber(gi®g23ho) ! mod p with
respecto thegeneratorgg, , g4, h').

Mor e generally If the setshow is the subsetof theindices{1,2,...,l — 1} cor
respondingo the attributeswhich Peggy wishesto revealto Victor, and hide is the
complementansubsetthenPegygy is goingto prove to Victor that sheknows a DL-

-1
representationf the number(ho - I gf") mod p with respecto the genera-

i€show

tors ((gi)ichide, h')-

The protocol In orderto prevent replay attacks,Victor must be corvinced of the

freshnesof somenonce. This could be a randomvalue he supplies,a timestamp
combinedwith auniqueidentifierfor Victor, or avaluegeneratedby arny othermethod.
The noncewill be partof the calculationof ¢, aswasmentionedn section2.3. This

nonce,as well asthe messagen, the group parameterg and p, the CA's DLREP

function f, andthe subsetshow of indicesPeggy is willing to revealto Victor, should
beagreeduponby Peggy andVictor beforeexecutingthefollowing protocol:



1. Pre-compute:
{w; €r Zq}ichide
w; €ER Zq
a <+
SHAL( [T gi) - h'™ modp)
i€hide
2. Determine M:
(seebelaw)
3. Compute:
c 4+
SHAL(a, M) modg
Forall i € hide
r; < ¢+ ; + w; modg
r + —c-a~! +w; modgq
a,h',u' ;v {x:}icshows {Ti tiehides 11
4. Send: T~ 1. \Verify cert:
a, hl; ula UI; {xi}iEShow; {ri}iehidey Ty u' ;
SHAL(R', (9% (k')?" modp)) modq
2. Determine M:
(seebelaw)
3. Compute:
¢ + SHAL(a, M) modgq
e (( T 65 ho)° modp
i€show
4. Verify:
a=
SHAL(( II ¢;*)- (W)™ - e modp)
i€hide

In theabove protocol, M is acompoundnessagé&nown to bothPeggy andVictor.
Victor mustbe corvincedof its freshnessso it shouldcontainthe noncementioned
above. It shouldalsocontainthe messagen on which Peggy desiresa digital signa-
ture. For extra paranoiajt couldalsocontainotherinformation,suchash/’, v, v', the
attributesPeggy is shawing to Victor, p, ¢, the g;, the protocolnameandversion,etc.
Thatis,

M :=< nonce, m, otherinformationknown to both Peggy andVictor >

Exactly which otherinformationis includedin M of coursealsoneedsto be agreed
uponin adwance(thoughthe informationitself could be part of the messagéPeggy
senddo Victor in herstep4).



6 Limited-show Credentials

It is possibleto introducea securitymechanisnin the protocolsthatlimits thenumber
of shawingsof acredential If thefixedlimit, n, is exceededy Peggythenall attributes
of the credentialcan be computedby a participanthaving n + 1 transcriptsof the
shaving protocoland Peggy losesall privagy. To do so, we limit to n the numberof
differentvaluesof a Peggy canshaw. Sinceusingthesamevaluesof a, andsothesame
w; twice, revealsall attributes(seesection2.3), we obtainlimited-shav credentials.

More precisely credentialdimited to n privateshowvings areachieved by the fol-
lowing simplemodificationsto the protocols:

¢ In theissuingprotocol: Peggy commitsto n differentvaluesof a by including
themin the credential.

¢ In the shaving protocol: Peggy usesone of the n valuesfor a shecommitted
to in theissuingprotocol(insteadof creatinga new one)andVictor verifiesthat
Peaygy’s credentialspecifiesn possiblevaluesfor a and Peggy is indeedusing
oneof them.

For detailsse€[2].

7 Application to e-cash

A simplee-caslhsystembasedn one-shav privatecredentialss onewith [ = 3. Each
coin consistof:

e A randomnumbera €g Ly,

e An identity attribute 21, which encodeghe users identity or accountnumber
This attributewill neverbeshavn in the shawving protocol.

¢ A valueattribute 25, which encodeghe value of the coin, and possiblyother
publicinformation,suchasthecurreng or expiry date.Thisattributewill always
beshawn in the shaving protocol.

e Thebanksrestrictve blind signature(u’, v') onh' = (g7" 952 ho)“.

WhenPgygy asksthe bankto issuesucha coin with z; denotingheridentity, and
xo denotinga certainvalue,thatvalueis deductedrom her bankaccount. If Peggy
wantsto spendthe coin at Victor’'s shop,sheexecuteghe shaving protocolwith him,
revealingthevalueof z,. Victor takesthetranscriptof this protocolto thebank,which
creditshim with thevalueof the coin, asindicatedby z.

8 Conclusion

We exploredin detail the techniquesnvolvedin a specifictype of credentialsystem
which is suitablefor usein practice.We discussedimited-shav credentialsandtheir
applicationto e-cashsystems.Thetechniquesn [2] areflexible andmary variations
onthe protocolsexist. We list justa few of thosevariationsandextensionshere.



e It is not necessaryo work in a subgroupof Z;. Instead,one canuseelliptic
curvesof primeorderover certainfieldsto speedip computations.

e Therearealsoprotocolsbasedon the RSA problem,with the nice propertythat
a CA canupdatePeygy’s credentialwithout Peggy having to reveal the private
partof it; thisis handyfor loyalty schemes.

e |t is possiblenot only to shav alist of simpleattribute valuesbut to showv ary
booleanfunctionof them.

¢ Limited-shav credentialscanbe usedto protectagainstdouble-spendingn an
e-cashsystemandverificationcanbe doneeitheron-line or off-line.

¢ Client-sidesmartcardscanbe securelyintegratedinto an e-cashsystembased
on theseprotocols,sothatthe cardprovidesthefirst level of protectionagainst
doublespending.
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