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1 Intr oduction

Thisdocumentprovidesashortdescriptionof practicalprotocolsfor privatecredential
systems.1 We explain thebasicconceptsandmechanismsbehindissuingandshowing
of privatecredentialsande-cash.Thegoalis to describeconciselyhow practicalprivate
credentialsystemscanbe achievedandnot to provide intuition or motivation for the
technology;for informationon thesesubjects,see[1, 2, 3]. We give thedetailsof one
specifictypeof practicalprotocolsfor privatecredentials;otherchoicesof functionali-
tiesandoptimizationsarepossible.Thereaderis assumedto have generalknowledge
of basicconceptsof cryptographysuchastheDiscreteLogarithmproblem,basicgroup
theoryandhashfunctions.For securityproofsandmoreelaboratedescriptionsof the
techniquesusedwereferthereaderto [2].

2 BasicTools

2.1 Notation������� denotesthatthevalue � is in theset � .���	��
�� denotesthechoiceof a uniform andindependentrandomvalue � from
theset � .��
�� denotesthe set ������������������������� , 
! � denotesthe set �"���������#��������� for a
prime � .���%$'& denotestheassigningto � of thevalueof & .����(*)�& denotesthedefinitionof � asthevalueof & .

Let � be a large prime number, for which �	�+� hasa large prime factor , . (In
practice,� will be around1024bits long, and , will be around160 bits long.) For
therestof thepaper, we assumeoperationsin a subgroupof 
- � of order , , which we
denoteby .0/21 � . All calculationsinvolving elementsof this subgroupareassumedto
bemod � , andall calculationsinvolving thefield of exponentsareassumedto bemod, . (Notethatthis is similar to thesetupof DSA.)

1Notethatthis technologyis patented.
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2.2 DLREP function, DL-r epresentation

RecallthattheDiscreteLog (DL) functionin .0/21 � with respectto agenerator3 of .0/21 �
is definedasa functionof theform465 7�89(:) 3<; mod �
where7 is anelementof 
 / .

We will utilize ageneralizationof theDL function,calledtheDLREP function:A
DLREPfunctionwith respectto elements3"=>���������?3A@ , of .0/21 � is a functionof theform465 7 = �������#� 7 @ 8B(:) 3 ;>C=ED ����� D 3 ;�F@ mod �
where

5 7 =A��������� 7 @ 8 is a tuple whoseelementsare in 
 / . This tuple is calleda DL-
representationof the product G (*) 3 ; C= D ����� D 3 ; F@ with respectto the generators
5 3 = �������#�?3 @ 8 . For example,a trivial representationfor G ) � is

5 �H�������I�J� 8 . When
thecontext is clear, we simply call

5 7 = ��������� 7 @ 8 aDL-representationof G .

2.3 Proving knowledgeof a DL-r epresentation

Theprimary tool we usefor theprotocolsis theability for a prover Peggy to demon-
strateto a verifier Victor thatsheindeedknows someDL-representationof a numberG , with respectto agreed-upongenerators

5 3"=>���������?3A@ 8 . Peggyof coursedoesnotwant
to revealtheDL-representationto Victor.

SupposePeggyknowsaDL-representation

5 7 =A�������#� 7 @ 8 of G , so G ) 3 ; C= D ����� D 3 ; F@ .
In orderto provethis factto Victor, sheproceedsasfollows:� PeggychoosesK randomelements,L = ���������ML @ in 
- / (shechoosesarandomDL-

representation)andcomputes�%) SHA1

5 3<N C=OD ����� D 3 N F@ 8 .� ShethencomputesP ) SHA1

5 � �RQ 8 mod , .� Finally, shecomputesS�T ) P D 7 TVUWL�T for X ) �Y�������#�JK .� Peggy transmits

5 � �JSZ=Z���������MS�@ 8 to Victor.

In theaboveprotocol, Q is anarbitrarymessageagreeduponby PeggyandVictor
whichshouldcontainanonceto ensurethefreshnessof P . It turnsout thatthisproofof
knowledgedoublesasa digital signaturealgorithm:whenPeggy provesto Victor that
sheknowsaDL-representationof G , shealso,at thesametimeandfor free,producesa
digital signatureon Q . (Viewedasadigital signaturescheme,G is Peggy’spublickey,
and

5 7 =>��������� 7 @ 8 is herprivatekey.)
In orderfor Victor to verify Peggy’sproof (andsignatureon Q ), hefirst calculatesP in thesameway asPeggy, andthenverifiesthat�[) SHA1

5 3<\ C=]D ����� D 3 \ F@ D G�^`_ 8
Somenoteson this protocol:
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Security: This protocol is secureaslong asat leastoneof the DLREP exponentsis
uniformly randomlychosenfrom 
- / andkeptsecret.Thatis,evenif 7 =A��������� 7 @ ^ =
arepublicly revealed,the systemremainssecure as long as 7 @ � 
 
- / and is
known only to Peggy.

Lending protection: Peggy needsto knowall of the 7 T in orderto completethis pro-
tocol,evenif shedoesn’t showthemall. Makingoneof the 7 T behighly personal
(or security-critical)informationaboutPeggy(apassword to abankaccount,for
example),will discouragePeggy from disclosingDL-representationssheknows
to others.

Reuseof the L�T : If Peggy ever usesthe samevalue of L�T twice, for two different
valuesof P , theresultingtwo

5 P>�JS T 8 pairscanbeusedto recover 7 T . We will use
this factto ouradvantagein section6.

3 PrivateCredentials

In aprivatecredentialsystem,wehaveacredentialauthority(denotedby CA) whocan
certify certainattributes. Peggy executesan issuingprotocolwith the CA in orderto
obtainacredentialthatenablesherto proveto Victor (throughashowingprotocol)that
shehascertainattributes,which arecertifiedby theCA. Theprivacy requirementsare
twofold:� Peggy shouldbe able to reveal none,some,or all of her attributesduring the

showing protocol,andgivenoinformationabouttheattributesshedid notreveal.� Theshowing protocolshouldbeunlinkableto theissuingprotocol.

The secondrequirementmeans,for example,that if 50 peoplehave beenissued
credentialswith the “age” attribute having the value “under 13”, then when sucha
credentialis shown (sayat a children’s web-site),no collusionof participants(which
doesnot involvethepersondoingtheshowing or all theother49people,of course)can
figureout which of those50peopleit is.

We will now outlinethemain ideabehindthescheme.In all of thecomputations,
wewill beworking in a known group .0/21 � , with aknown generator3 .
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CA Setup: TheCA secretlypicks K randomdistinctelementsof 
- / : aAbY�Ma"=>�������#�Ma�@ ^ = ,
and calculates(and publishes)the K values GHb ) 3<cRdA�?3"= ) 3<c C ���������M3A@ ^ = )3<c Ffe C �� Thepublishedvalueswill bein .0/21 �%gh
! � .� Thefirst publishedvalueis called G b insteadof 3 b asit will playadifferent

role from therestof the 3 T .
Thepublishedvaluesform apublic DLREPfunction:465 i � 7 =A� 7Vj ��������� 7 @ ^ = 8B(:)

5 3 ;>C=kD ����� D 3 ; Ffe C@ ^ = D GHb 8Ml%m%n<o �
Note that althoughthis function is slightly different from the original DLREP
functiondescribedearlier, it is trivial to seethatit is assecure.

Peggy’ssecret part: Thesecretpartof Peggy’scredentialconsistsof a randomvaluei�� 
 
! / , and(up to) K���� attributes7 = � 7 j �������#� 7 @ ^ = �p
 / . (Unusedattributes
canbesetto � .)� Theattributesmightnotstaysecret,becausePeggymaywishto show some

orall of themaspartof someshowingprotocol.However, therandomvaluei mustremainsecretat all times.� Note that the attributesare encodedas numbersin 
 / . This encoding
shouldbeunambiguous; e.g.oneshouldnotbeableto passoff anattribute
with thevalue qA�Y�Yq<�ZqAr�� , which mayencodeanexpiry date,for example,
asanattributerepresentingincome.Therearetwo obviouswaysto dothis:

Positional attrib utes: Eachpositionis assignedanunambiguousmeaning
by theCA. For example,7 = alwaysrepresentsexpiry date,7 j always
representsbirth year, etc. In this scenario,the valuesof the 7 T can
simply besmall integers,or thenumericvaluesof shortstrings.

Labelled attrib utes: Thepositionsof theattributesareirrelevant,but the
value of any 7 T is the numericvalue of a string of the form “LA-
BEL:value”. Proving that 7 j ) “EXPIRY:20021231” would
havethesamesemanticsasprovingthat 7Vst) “EXPIRY:20021231”.

Positionalattributeswould seemto be a goodchoicewhenthe setof at-
tributescertifiableby a given CA is small andfixed; conversely, labelled
attributesallowsmoreflexibility .

Peggy’spublic part: Thepublicpartof Peggy’scredentialconsistsof thevalueof the
DLREP function GVu ) 465 i � 7 =A�������#� 7 @ ^ = 8 , alongwith a restrictive blind sig-
nature

5 v u��Mwxu 8 on G�u from theCA. Notethatprimedvariables( u ) denoteblinded
values.

Restrictive blind signatures With restrictive blind signatures,thesignergetsto see
certainpartsof the structureof the messageto be signed. This structurecannotbe
modifiedwithout invalidatingthesignature.In this application,theCA will get to see
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theattributes7 =>��������� 7 @ ^ = , andwill issuea credentialonly if thoseattributesarevalid
for Peggy.

As with public key certificates,it is necessaryfor Peggy to not only show a signa-
ture on G�u , but alsoto demonstrateknowledgeof the secretpart of the credential.In
the particularprotocolwe present,it is possiblefor anyoneto comeup with a valid
signature

5 v u��Mwxu 8 on a randomvalue G�u , but only the CA cancreatevalid credentials
for which Peggyknowsthesecretpart.

4 IssuingProtocol

In this section,we describethedetailsof theprotocolexecutedby Peggy andtheCA,
in orderfor theCA to issuea credentialto Peggy. Recallthat theCA hasspecifieda
group . /21 � anda DLREPfunction465 i � 7 = � 7 j ��������� 7 @ ^ = 89(:)

5 3 ; C= D ����� D 3 ;ZFfe C@ ^ = D G b 8 l m[n<o �
Peggy has Ky��� attributes 7 =A�������#� 7 @ ^ = that shewantsthe CA to certify. At the end
of theprotocol,Peggy will have a randomnumberi anda restrictive blind signature
5 v u��Mwxu 8 on G�u ) 465 i � 7 =>� 7Vj ��������� 7 @ ^ = 8 .

The bestway to think about this protocol is that Peggy and the CA perform a
joint computationof

5 v u��Mwxu 8 , in sucha way that Peggy never learnsthe CA’s private
key

5 a b ���������Ja @ ^ = 8 , andthe CA never learns i , G�u , v u , or wxu ; they eachcomputethe
componentsof it thatthey can,andPeggycombinestheresultsat theend.

Theprotocolproceedsasfollows(usuallythroughasecureauthenticatedchannel):

Peggy CA

1. Pre-Compute:i���
z
- /iyj � i|{}��
z
 /G $ 3 ; C= 3 ;�~j D�D�D 3 ; Ffe C@ ^ = mod �G�u $ 5 G�b�G 8 l mod �� $ 3 l ~ 5 GHbZG 8 l�� mod �
1. Pre-Compute:� ��
z
 / (PRIVATE)�!$ 3H� mod �

2. Send:7 =A� 7�j �������#� 7 @ ^ =
7 =A� 7Vj ��������� 7 @ ^ = �

2. Validate attrib utes

3. Compute:��$ � � mod �v u $
SHA1

5 G�u�� ��8 mod ,vp$�v u � iyj mod ,
�� 3. Send: �

4. Compute:� $ 5 aAb�U 7 =�a"=�U D�D�D U7 @ ^ =�aA@ ^ = 8 ^ = mod ,
4. Send: v v �

5. Compute:w $ 5 � � v`8 � mod ,
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5. Compute:w"u $ 5 w�U i|{�8Mi ^ = mod ,
6. Verify:v u!�)
SHA1

5 G�u�� 5 3x�Z� 5 GVu 8M� � mod � 8J8 mod ,
7. Keep:G�u�� v u��Mwxu�� 7 =>��������� 7 @ ^ =>�

5 i ^ = mod , 8

w� 6. Send: w

Somenoteson this protocol:

The importance of deleting
�
: It is vital that the CA never usethe samevalueof

�
for two different runsof this protocol, and that the CA never reveal

�
; either

casecancausetheleakingof theCA’s privatekey. For this reason,
�

shouldbe
securelydestroyedimmediatelyaftertheCA’s step5.

The verification relation: If Victor wantsto verify that

5 v u��Jw"u 8 is avalid signatureonGVu , hesimply doesthesameverificationthatPeggydoesin herstep6, namely:v u �) SHA1

5 G u � 5 3 � � 5 G u 8 � � mod � 8M8 mod ,
Remember, thatPeggymustalsoproveto Victor thatsheknowsaDL-representation
of G u , or a relatedvalue.

5 Showing Protocol

OncePeggy hassuccessfullyexecutedthe issuingprotocol with the CA, shehasa
credentialwith public part

5 G u � v u �Jw u 8 andsecretpart

5 i � 7 = �����f��� 7 @ ^ = 8 suchthatv u ) SHA1

5 G u � 5 3 �Z� 5 G u 8 � � mod � 8M8 mod ,
and G u ) 465 i � 7 =A�����f��� 7 @ ^ = 89(*)

5 3 ; C= D ����� D 3 ; Ffe C@ ^ = D GHb 8 l m%n<o �
Therole of theshowing protocolis for Peggy to:� convinceVictor thatsheindeedpossessesa credentialasoutlinedabove,� reveal none,some,or all of the 7 T to Victor (but never i ); these7 T represent

attributesthathavebeencertifiedby theCA, and� producea digital signatureon somemessage� .

Theprotocolis straightforward: Victor simply checksthefirst equationabove di-
rectly, since

5 G�u�� v u��Mwxu 8 is public. Peggy thenexecutesa proof of knowledgeof a par-
ticularDL representation,asshown in section2.3(whichgivesthedigital signatureon� for free).ExactlywhattheDL-representationis, will beclarifiedby thefollowing:
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Example SupposeK )�� andPeggy knows a DL-representation

5 i � 7 =A��������� 7V��8 ofGVu . Further, supposeshewishesto revealthat 7Vjt) � � and 7�{-) q�r . Thatis, sheknows
5 i � 7 = � 7 � 8 suchthat G u ) 5 3 ;>C= 3 = sj 3 jR{{ 3 ;��� GHb 8Ml%m%n<o �
Somerearrangementyields:5 3 = sj 3 jJ{{ G b 8 ^ = ) 3 ; C= 3 ; �� G u ^ =J� l m%n<o �
So all Peggy hasto do is usethe protocol of section2.3 to prove that sheknows a
DL-representation(namely,

5 7 =A� 7V� �����Z� i|8 ) of thenumber

5 3 = sj 3 jR{{ G�b 8 ^ = m%n<o � with
respectto thegenerators

5 3"=>�?3 � �RGVu 8 .
Mor e generally If the set � G��ZL is the subsetof the indices �"���2q<�������`�JK6�+��� cor-
respondingto the attributeswhich Peggy wishesto reveal to Victor, and G�X��Y� is the
complementarysubset,thenPeggy is going to prove to Victor that sheknows a DL-

representationof thenumber  �G b D¢¡T�£Y¤?¥Z¦ N 3 ;�§T©¨ ^ = m[n<o � with respectto thegenera-

tors

5M5 3 T 8 Tª£Y¥�T¬«®­ �RGVu 8 .
The protocol In order to prevent replay attacks,Victor must be convincedof the
freshnessof somenonce. This could be a randomvalue he supplies,a timestamp
combinedwith auniqueidentifierfor Victor, or avaluegeneratedby any othermethod.
Thenoncewill be partof thecalculationof P , aswasmentionedin section2.3. This
nonce,as well as the message� , the group parameters, and � , the CA’s DLREP
function

4
, andthesubset� G��ZL of indicesPeggy is willing to revealto Victor, should

beagreeduponby Peggy andVictor beforeexecutingthefollowing protocol:
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Peggy Victor

1. Pre-compute:��L�T ��
z
 /R�ZTª£Y¥�T¬«®­LB@ ��
z
 /�[$
SHA1

5J5 ¡T�£Y¥�T�«®­ 3 N §T 8 D G u N F mod � 8
2. Determine Q :
(seebelow)
3. Compute:P $
SHA1

5 � �RQ 8 mod ,
For all X � GHX��"�S�T $ P D 7 T`UWL�T mod ,S�@ $ �¯P D i ^ = UWLB@ mod ,
4. Send:� �RGVu�� v u��Mwxu���� 7 T?�ZTª£Y¤?¥Z¦ N ����S�T?�ZTª£Y¥�T¬«®­��MS�@

� �RG u � v u �Mw u ��� 7 T � Tª£Y¤?¥Z¦ N ����S T � Tª£Y¥�T¬«®­ �MS @�
1. Verify cert:v u!�)
SHA1

5 GVu�� 5 3<�Z� 5 G�u 8?� � mod � 8M8 mod ,
2. Determine Q :
(seebelow)
3. Compute:P $ SHA1

5 � �2Q 8 mod ,� $ 5M5 ¡Tª£Y¤M¥�¦ N 3 ;�§T 8 D G�b 8 _ mod �
4. Verify:� �)
SHA1

5M5 ¡Tª£Y¥�T¬«®­ 3<\ §T 8 D
5 G�u 8 \ F D � mod � 8

In theaboveprotocol, Q is acompoundmessageknown to bothPeggyandVictor.
Victor mustbe convincedof its freshness,so it shouldcontainthe noncementioned
above. It shouldalsocontainthemessage� on which Peggy desiresa digital signa-
ture. For extra paranoia,it couldalsocontainotherinformation,suchas G u , v u , w u , the
attributesPeggy is showing to Victor, � , , , the 3 T , theprotocolnameandversion,etc.
Thatis,Q (:)±°³² � ² P��"�M�z� otherinformationknown to bothPeggy andVictor ´
Exactly which other information is includedin M of coursealsoneedsto be agreed
upon in advance(thoughthe information itself could be part of the messagePeggy
sendsto Victor in herstep4).
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6 Limited-show Credentials

It is possibleto introducea securitymechanismin theprotocolsthatlimits thenumber
of showingsof acredential.If thefixedlimit, ² , is exceededby Peggythenall attributes
of the credentialcan be computedby a participanthaving ² Uµ� transcriptsof the
showing protocolandPeggy losesall privacy. To do so,we limit to ² the numberof
differentvaluesof � Peggycanshow. Sinceusingthesamevaluesof � , andsothesameL T twice,revealsall attributes(seesection2.3),weobtainlimited-show credentials.

More precisely, credentialslimited to ² privateshowingsareachievedby the fol-
lowing simplemodificationsto theprotocols:� In the issuingprotocol: Peggy commitsto ² differentvaluesof � by including

themin thecredential.� In the showing protocol: Peggy usesoneof the ² valuesfor � shecommitted
to in theissuingprotocol(insteadof creatinga new one)andVictor verifiesthat
Peggy’s credentialspecifies² possiblevaluesfor � andPeggy is indeedusing
oneof them.

For detailssee[2].

7 Application to e-cash

A simplee-cashsystembasedon one-show privatecredentialsis onewith K ) r . Each
coinconsistsof:� A randomnumberi���
¶
- / .� An identity attribute 7 = , which encodesthe user’s identity or accountnumber.

This attributewill neverbeshown in theshowing protocol.� A valueattribute 7Vj , which encodesthe valueof the coin, andpossiblyother
publicinformation,suchasthecurrency or expiry date.Thisattributewill always
beshown in theshowing protocol.� Thebank’s restrictiveblind signature

5 v u��Mwxu 8 on G�u ) 5 3 ;>C= 3 ; ~j G b 8 l .

WhenPeggy asksthebankto issuesucha coin with 7 = denotingher identity, and7Vj denotinga certainvalue,that valueis deductedfrom her bankaccount. If Peggy
wantsto spendthecoin at Victor’s shop,sheexecutestheshowing protocolwith him,
revealingthevalueof 7 j . Victor takesthetranscriptof thisprotocolto thebank,which
creditshim with thevalueof thecoin,asindicatedby 7 j .
8 Conclusion

We exploredin detail the techniquesinvolved in a specifictype of credentialsystem
which is suitablefor usein practice.We discussedlimited-show credentialsandtheir
applicationto e-cashsystems.The techniquesin [2] areflexible andmany variations
on theprotocolsexist. We list just a few of thosevariationsandextensionshere.
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� It is not necessaryto work in a subgroupof 
- � . Instead,onecanuseelliptic
curvesof primeorderovercertainfieldsto speedup computations.� Therearealsoprotocolsbasedon theRSA problem,with thenicepropertythat
a CA canupdatePeggy’s credentialwithout Peggy having to reveal the private
partof it; this is handyfor loyalty schemes.� It is possiblenot only to show a list of simpleattribute valuesbut to show any
booleanfunctionof them.� Limited-show credentialscanbe usedto protectagainstdouble-spendingin an
e-cashsystem,andverificationcanbedoneeitheron-lineor off-line.� Client-sidesmartcardscanbe securelyintegratedinto an e-cashsystembased
on theseprotocols,so that thecardprovidesthefirst level of protectionagainst
doublespending.
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